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Make Your Data Work For You panagenda

Security, audits and compliance more  ——p —
efficient than ever before! &l

Securitylnsider is able to parse the information in your Domino directories
and read the access control lists (ACLs) of your IBM Domino databases.

By then combining that information, it provides you with a flat list of all
members of all groups as well as their individual access levels to a database.
This allows you to see who has access to data, what kind of access they Insider™
have, and how their access was granted. Ao
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Interactive Charts and Detailed Views

Securitylnsider provides a number of charts with an overview of access data.
By clicking on them you can see at a glance, for instance, the number of
databases where the default access is manager. Securitylnsider charts are a
good basis for diving into the data of interest and highlighting information
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you might be concerned about.

Securitylnsider Benefits

e Access Control List Analysis

Complete Resolution
of Nested Groups

Access Level Change Log

Circular Group Reference Detection

Interactive Charts

Detailed and Clear Views

Fast and Resource-saving Scans

Clear Insights down to User Level

Securitylnsider refers to users as “endpoints”, and it has views of data
based on group, database, and endpoint. You can open a group document
and see all the members (including members of nested subgroups), you can
open a database document and see all the users who have access (again
including members of nested subgroups), or you can open an endpoint
document and see all the groups and databases that a user has access to.
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www.panagenda.com/products/securityinsider



Make Your Data Work For You pan

Provide essential insights for the security and
administration of your IT infrastructure.

Database Title: Marketing Survey @ pan
Server AppServert/Allanta/Corp30k Repiica ID: 852580C7004AABEC
Filepath products\MarketingSurvey.nsf Last Modified 214117 9:16:11 AM
Who has access

ACL Entries:

Hank McCoy/NYC/Corp30k . AppServert/Atlanta/Corp30k
ErEilEs Kavita Rao/Labs/Corp30k E eSS LocalDomainServers ?

SE Marketing O W a

SW Marketing .

N NE Marketing

Explicit Groups: NW Marketing

LocalDomainSenvers

FulAccessAdmins

Default has Public o 0 o | h h d

Dot Aciess  NoAccess A to Recognize immediately whether or not your end users

have adequate access rights. Administrators and

Total members found:197
» limit results.

security officers are granted full visibility across all

TIPS: Click on column headers to sort. Use CTRL+F to quickly find items in the table.

databases and the security infrastructure.

ACL Member Name Access Level Granted Through Roles
Abe Perez/Corp30k Designer SWMarketing  [[FocusGroup1], [Export]
Aden Gage/Corp30k Designer SWMarketing  [[FocusGroup1], [Export]
Adrienne Catanzaro/Corp30k Designer SWMarketing  ([FocusGroup1], [Export]
Alene Strom/Corp30k Editor NW Marketing  [[ProductTester]

Alida Whisenhunt/Corp30k Editor NW Marketing ~ [[ProductTester]

Alison Zahn/Corp30k Reader SE Marketing ([FocusGroup2), [ReadOnly])
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Who is in which groups
and why?
oo i Wl Iy . Essential insights for administrators and security
BTl  officers: Amongst other questions, Securitylnsider
P . o answers which subgroups effectively provide users
1 A - with membership to parent groups.
e SAVEBONLY -|1) L]
panagenda Securitylnsider - Change Backups, Last 4 Months
T Monitor Changes in Your
Environment
W  Securitylnsider looks for changes in group
membership and database access. If anything is
different from the last scan, the changes can be
recorded to an XML file, and a backup of the previous
sravas 37— information can be created. This gives you the ability

to see how access levels get modified over time.
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