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Introduction to HCL Nomad Web pan
Iy - Iy
Nomad (mobile) Nomad Web

Official name
“HCL Nomad for web browser”
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Introduction to HCL Nomad Web (cont.)
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Introduction to HCL Nomad Web (cont.) pan
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New tab Ctrl+T App installed
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Introduction to HCL Nomad Web (cont.) pan

License requirements

To use HCL Nomad for web browsers, you agree to obtain and
maintain an active subscription and Support for HCL Domino
Complete Collaboration (CCB). Please note, only CCB customers are
entitled to use HCL Nomad for web browsers.
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4 T

HCL Nomad
MarvelClient is automatically included in Nomad (mobile) & Nomad Web
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o YT ey

Desktop, Bookmarks

notes.ini, User Preferences v v v v
Mailfile Details v v v v
HCL Notes/Nomad Version and Installation Information v v v v
Local Databases / Replicas v v v
ECL v v v
Server <-> Client Latency v v v
Locations, Connections, Accounts, Certificates v v v
0S and Hardware Overview v v
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e T ey

notes.ini and MC Config Variables
Any .ini, xml, or json File v v v v

User Preferences

m

Upload Data for Analyze
Smart File Downloader v v

File Deployment (platform restrictions may apply)

T [ m

Run Agents
Run Notes Formulas v v v

Run Programs v
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e TT— e L

Mass Change to Update Database Links

Mass Delete to Remove Database Links v v v

e YT T P

Workspace Pages
Desktop Icons
Locations
Connections

ECL

Profile Documents

S O R
O O SRS
O O R

Local Replicas*

* Local replicas are available HCL Nomad Web 1.0.4 and higher
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Nomad Specific Web unlicensed m

Recent Apps

App Restrictions v v v v
Nomad Location v v v
Nomad Web Migration** v v

Nomad Roaming*** v v v

**  Nomad Web Migration is available in HCL Nomad Web 1.0.2 and higher
*** Nomad Roaming is available in HCL Nomad Web 1.0.5 and higher and needs to be licensed with panagenda
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HCL Nomad Web - releases

1.0.7 2023-03-08
1.0.6 2022-12-06
1.0.3 2022-09-22
1.04 2022-07-13
1.0.3 2022-03-30
1.0.2 2021-12-14
1.0.1 2021-09-17
1.0.0 2021-05-27

pan




HCL Nomad Web - current releases notes pan

What's new in HCL Nomad for web browsers
~ Release 1.0.9
« Information box support

Information boxes are used to show Application Properties, Document Properties, Database Properties, Text Properties,
Workspace Properties, etc. Rather than being a free floating dialog as the information box is in HCL Motes, the information box
is shown docked on the right side.

+ File > Import has been enhanced to support more previously unsupported file types. For more information, see Limitations.
+ Domino Restyle updates:

o User-supplied themes.

Restyle can now utilize user-supplied themes stored in a shared database. For more information, see Customizing
themes with Restyle.

= Users can import an application icon. For more information, see the bullet on the fourth tab - Create icon in Domino
Restyle for Notes applications in the Notes documentation.
o Shared fields and shared columns are now restyled. For more information, see Settings in the Restyle wizard.

« Users can optionally apply updated icons for action buttons and view column icons. For more information, see Settings in
the Restyle wizard.

« Restyle only selected portions of the application. For more information, see Settings in the Restyle wizard.

« Restyle can now utilize user-supplied typography. For more information, see Customize typography with Restyle.
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HCL Nomad Web - current releases notes (cont.)

Fixes

1.09

Issue R -

Identifiers Defect Article Details

NWASM-5045 [KB0107486 Attac_hrnenls are nu_t being searched when including attachments for Full Text Indexing when

reating a local replica

NWASM-5273 |KBO107475 [Text alignment issues for pre-formatted text in drop-down menus and list boxes

NWASM-5274 |KBO107472 Drop-down menu positioning in dialogs is incorrect

NWASM-5275 |KBO107492 Field with "Native OS Style" with "allow multiple lines® disabled allows newlines

NWASM-5292 |[KBO105359 Combo box on a layer steals clicks intended for other components

NWASM-5339 [KBO107490 [The scroll bar for a tabbed table with embedded views on a dialog is shown below the table

NWASM-5364 |KBO107504 {Change password menu option should only be available if Momad Shared Login is disabled

NWASM-5390 [KBO107485 fQuick Find and then change category chops search text to one character

NWASM-5440 |KBO107487 File name containing & cannot be opened

NWASM-5456 [KBO106509 Date fields not displayed the same way in Notes and Nomad for web browsers

NWASM-5511 |KBO106416 Password field with Native OS style doesn't mask the characters

NWASM-5512 |[KBO107471 Behavior of "Dialog List" Field on Nomad for web browsers is not similar to that of Notes Client

NWASM-5604 [KBO106415 IME does not work in native input controls if the controls are on dialogs

NWASM-5605 |KBO106594 File truncated error attaching multiple files with the same name

NWASM-5614 [KB0106403 Firefox "View Saved Logins" pop up seen for all text fields if a password field is rendered
@anywhere on the page

NWASM-5615 |[KBO106411 When in a password field, tab is added to the input string rather than navigating between fields

NWASM-5631 |KBO106407 NotesUlWorkspace SaveFileDialog filter string may appear corrupted for non-ASCII characters

NWASM-5654 [KBO106410 NotesUlWorkspace.SaveFileDialog does not appear if ne filter is provided

NWASM-5659 |KBO106408 (Crash when reopening a document with a bitmap as the background of the form

NWASM-5604 |N/A Documentation incorrectly stated that LotusScript Lock and Unlock were unsupported when
they are supported.

NWASM-5710 |[KBO107011 IME in dialogs does not work for the first character

NWASM-5725 |KBO106762 iCannot save a file with non-ASCIl characters using LotusScript

NWASM-5727 |KBO106760 Unable to attach a file with a comma in the file name

NWASM-5732 [KBO106936 Diagonal line is drawn across a button when highlighted

NWASM-5756 (KB0107422 Nomad client setups through Nomad server on Domino fail when the mail server name
includes non-ASCII characters

pan
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Files

Downloads
HCL Nomad Web 1.0x

Download Log Notification Log

Download Selected Files

9 File(s)

File Description 5 File Size & File Added & File Name &

HCL MNomad for web browsers 1.0.8 for Safelinx 137.25MB  May 24, 2023 4 HCL MNomad web 1.0.8 202305194788 for HCL Safelinx zip
HCL Momad for web browsers 1.0.9 for Safelinx 162.98MB  Sep 14, 2023 4 HCL_Momad_web_1.0.9_20230911-5325_for_HCL_SafeLinx.zip
HCL Momad for web browsers 1.x release notes 177.34KB  May 21, 2021 4 HCL_Domino_MNomad_web_1.0.x_Release_Motes.pdf

HCL Momad server 1.0.8 for Domino 12.0.1 Linux (includes Nomad web browser client) 176.23MB  May 24, 2023 & nomad-server-1.0.8-for-domino-1201-inux.tgz

HCL Momad server 1.0.8 for Domino 12.0.1 Windows (includes Momad web browser client) 161.74MB  May 24, 2023 4 nomad-server-1.0.8-for-domino-1201-win64_zip

HCL Momad server 1.0.8 for Domino 12.0.2 Linux (includes Nomad web browser client) 176.24MB  May 24, 2023 ¥ nomad-server-1.0 8-for-domino-1202-linux tgz

HCL Momad server 1.0.8 for Domino 12.0.2 Windows (includes Momad web browser client) 161.74MB  May 24, 2023 4 nomad-server-1.0.8-for-domino-1202-win64.zip

HCL Momad server 1.0.9 for Domino 12.0.2 Linux (includes Nomad web browser client) 203.2TMB  Sep 14, 2023 4 nomad-server-1.0.9-for-domino-12.0.2-linux.tgz

HCL Momad server 1.0.9 for Domino 12.0.2 Windows (includes Momad web browser client) 188.79MB  Sep 14, 2023 4 nomad-server-1.0.9-for-domino-12.0_2-winG4._zip




HCL Nomad Web — my.hcltechsw.com (beta) pan

HCLSoftware Downloads panagenda

1 > Downloads > HCLDomine > Nomad|

'/ HCL Nomad

1.0.x
Name Released ],
1.0.8 May 24, 2023
1.0.7 Mar 8, 2023

Supporting Resources

& Nomad Product Documentation [/

¢ Nomad Community Forum [

es Limited. All rights r
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HCL Nomad Web using SafeLinx pan
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HCL Nomad server for Domino pan
Iy
HCL Nomad Reverse Proxy HCL Dommo
S ‘
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HCL Nomad server for Domino pan

Quick Checklist / prerequisites before installation

1. Download “HCL Nomad server for Domino”
Domino 12.0.1 or 12.0.2* (Windows or Linux)

ID Vault needs to be enabled (ID’s must be available in the Vault)

KK

WD

TLS certificate for Nomad server for Domino

* HCL Nomad Server for Domino 1.0.9 is currently only available for Domino 12.0.2
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TLS Certificate

Do you need a trusted / valid TLS certificate for Nomad Web?

- YES!

Can you use the “new” Certificate Manager for configuring TLS certificates?

- YES!
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Marme i Date modified Type Size
': HCL_Momad_web_1.0.8_20230319-4738_for_HCL_Safelinx.zip 14.06.2023 12:43 Compressed (zipped) Folder 140 549 KB
D nemad-server-1.0.8-for-domine-1201-linux.tgz 14.06.2023 12:47 TGZ File 130 463 KB
Cn nomad-server-1.0.8-for-deming-1201-win64.zip 14.06.2023 12:47 Compressed (zipped) Folder 165 626 KB
D nemad-server-1.0.8-for-domine-1202-linux.tgz 14.06.2023 12:46 TGZ File 130 468 KB
S nomad-server-1.0.8-for-domine-1202-winB4.zip 14.06.2023 12:46 Compressed (zipped) Folder 165 626 KB
Installation

1. Pick one or more 1201 Fix Pack 1 or higher Domino server to install on.
2. Download and extract the corresponding zip/tar file for your platform into the Domino program directory.

Note:
= The default directory for Linux is /opt/hcl/domino/notes/latest/linux/.
= The default directory for Windows is C: \Program Files‘\HCL\Domino.
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L] .
Installation (copy + unzip)

;] | nomad-server-1.0.5-for-doming-1201-linwx tgz\ 1201-nomad-addin-0.15.5-4+ ND12000107 tar,

MName GroBe Gepackte Groe Gedndert am Zugriffsrechte Besitzer Gruppe Link Ha
license 168 568 188 928
nomad-files 141 397 664 141 461 504 2022-09-21 20:06 drwxr-xr-x 0 jenkins

D nomad 43278104 43278336 2022-00-1910:29 - PWHT-XT-X

D nwsp-linux 69 482 897 69 433008 2022-09-21 20:06 -rwxr-xr-x 0 jenkins

default directory for Linux is /opt/hcl/domino/notes/latest/linux/
default directory for Windows is C: \Program Files\HCL\Domino
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Check the TLS certificate

pan
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Notes.ini

If you use the (new) CertMgr with Domino you need to add a notes.ini
parameter. The value must match with one of your configured TLS
certificates in the CertMgr database

NOMAD WEB HOST=domino.acme.com
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Start HCL Nomad server task

Console command: load nomad

load nomad

Lizten for connect re JUELE
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ik ol
il Mem

SHR 5 %CPU 3MEM TIME+ COMMAND
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Open HCL Nomad and first login

The Nomad server is listening on Port: 9443 in default

O | @ HcLNomad X | [ HCLNomad Log In x &=

& | https;//server01.mc-demo.panagenda.info:9443/login | 2 @ A g 7 & O 'ﬂ @ a3 9= L

HCL Nomad
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Open HCL Nomad and first login

The Nomad server is listening on Port: 9443 in default

M @ Home x |+ = [} X

&~ C 21 httpsy/serverd1.mc-demo panagenda.info:9443/nomad/#/ g A Y8 q Bk @ Pn & a v= LiF

W/ HCL Nomad Open File OF (® John Doe -

o} Home | jg JohnDoe-Inbox X | @ Doe's Contacts - My Contacts X | 88 Workspace X

Recent Applications 2% Launch Workspace [ Open Appication

s
o Doe's Contacts u John Doe @ Catalog (11) E Backup DB
Loca on sen on server01 on server

Applications opened recently are displayed here

[ Open Application
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Configuration of the Nomad server

To change default settings, you need to create a YAML file in the Domino Data named:

nomad-config.yml

Here you can configure:
* Ports

* |P Addresses

« Certificates

- Cookies

« Refresh rates
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Configuration of the Nomad server (example)

1 $default host and port setting

2 host: '0.0.0.0"

= port: =443

4

5 fdefault number of worker processes

& cluster:

7 [TI forks:

g $Session cookie configuration
10 session:
11 secret: # default: randomly generated 32 character value
1z sameSite: lax
13 secure: true
14
15 #LTPA behind Safelinx
16 Elltpa:
17 cockieName: LtpaTokenZ
18
15 #TLS
20 CltlsOptions:
21 ciphers: ECDHE-RSA-AES2S56-GCM-SHA384:ECDHE-RSA-AES128-GOM-S5HA2S6:ECDHE-ECDSA-AES256-GCM-5HA3S4 :ECDHE-ECDSA-AES128-GCM-SHA2S56
22 honorCipherOrder: true
23 secureOptions: SSL_OP_NO_TLSvl | S5L_OP_NO_TLSvl_l
24
25 #Saml configuration
26 |saml :
27 issuer:

claims:
# Any claim you place here and map to a SAML claim will be read for the user

0 # email: # default hetp://schemas.xmlsoap.orq/ws/2005/05/identitv/claims/emajiladdress
31 idp: # see https://github.com/node-saml/passport-samlfconfig-parameter—detajils
32 entryPoint:
33 cert:
34
as #Cercvificate configuration
36 ca: # file location or contents of the ca's certificate pem file
37 cert: # file location or contents of the certificate pem files

8 key: # file location or contents of the certificate key pem file
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S - Best Practices for HCL Nomad Web

Upgrade Your Time



How to configure Port 443 on Linux based Domino servers pan

Challenge:
Binding ports lower than 1024 is prohibited by default.
(This is NodedJS standard security)

Solution:
You need to give the NodedsS task the right to bind to ports lower than 1024




How to configure Port 443 on Linux based Domino servers pan

Step 1:
Nomad must not run. Execute the following line to set the correct permissions

setcap 'cap net bind service=+ep’ /opt/hcl/domino/notes/latest/linux/nwsp-linux

Step 2:
Create a “nomad-config.yml” file in the Data Directory with the following two entries

GNU nano 2.9.8 nomad-config.yml




How to configure Port 443 on Linux based Domino servers pan

Step 3:
Start nomad on Domino. (load nomad)

}:12 PM Nomad: Build 8.15. 9+ND120668161
Nomad: Server initializing
Nomad: Listening on 12801, CLIENT-IS-SERVER
Momad: Note: Requested port was 0, Actual listen port is 2801
Nomad: Server initialized

Recent Applications

v HCL Nomad

< &




Browers instead of installed Notes Clients



Cache



Browser Profiles



CPU & Memory consumption



Performance & sizing
VDI / Citrix / VMware



Browsers Task Manager
<shift> + <esc>



Developer Tools
“console”



Log files



Where to find log files?

» Chrome, Edge & Firefox

W HCL Nomad

Open File

fal Home About HCL Nomad

Report a Defect

Recent Applications

-~
u Jane Doe e Doe's Contacts

on server0l Loca

E MarvelClient Config

on server0l

E MarvelClient Analyze

on sarverol

sl panagenda-demao's
Directory

on server0l

ﬂ resource

on sarver0l

Cluster Directory (10) L Te

on sarverdl on serverQ’

Notes eonfiguration settings have been refreshed

Dben Application

pan

npr_wasm_2023-04-17T17-11-1

™ Home

> @ Christoph - panagenda

& Desktop
i Downloads
— Documents
logs
Drop folder
Data
My Files

5items

v + — [m] X
T sort - = View ¥ & Extractal aa
C:\Users\cadler\DownIoads\npr_wasrn_?_OB—M—WTW—‘I1720.9992.zip-‘ ~ , Search.. 2
MName Type Cormpressed size Password ...

data File folder
nomad-filesystem File folder

» panagenda File folder

» D about.txt Text Document TKB Mo

» D browser_console_1681731481005.txt  Text Document 29KB Mo




BUT
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Example where logs couldn't help pan

> What if you can’t use “Generate Problem Report” (issue during start-up) ?

(m]} X

https://safelinx.panagenda.info/nomad/#/ ®» B A Y5 & L ] o - @

HCL Nomad

MarvelClient failed to configure HCL Nomad. If the problem continues please contact your

System Administrator
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Troubleshooting/log files — 4. Browsers (cont.) pan

> What if you can’t use “Generate Problem Report” (issue during start-up) ?

@ =cLNomad - o
&« G )  httpsy//safelinx.panagenda.info/nomad/#/ @ B OA B 07 L] o= ﬂ @
i G2 CElements OPFSEplorer » @3 @10 & &£ --- X
# (Root)
data T
en T
panagenda [
localsppdata 1
panagenda T
marvel T
logs T
temp T
logxml 26.02 KB T
program 0
tmp T
Jinks 503 8 T
.migration_complete.t«t 08 T
HCL Nomad
MarvelClient failed to configure HCL Nomad. If the problem continues please
contact your System Administrator
Console *
B @ tp® D Filer Default levels ¥ | @ 10 8
SW serving response for: https://safelinx.par info/nom sw-bundle.js:1
2d/#/ from cache.
>




Troubleshooting/log files — 4. Browsers (cont.) pan

> What if you can't use “Generate Problem Report” (issue during start-up) ?

panagenda \panagenaa.nst, T
2 AM: :ActionMan_Impl: :VROpenSour
Jf0= pananpnda demo! ! panagenda\pmc_config.nsf'<
f>0pe pening datababp
r@1/0=panagenda-demo! ! panagenda\pmc_config.nsf"’

AM: : ActionMan_Impl: :VROpenSourceView: : TryDl ould not open: GetDatabase: could not
get datab: ‘N=server@l/0=panagenda-demo! ! panagenda\pmc_config.nsf": Open: could not open database

rVPrﬂl/panaUPnia—demollpanagenda\pmc_config.nsf; NDError#: 582 - You are not authorized to perform that operation</

arror while downloading new actions from config db: VROpenSourceView:




Troubleshooting/log files — 4. Browsers (cont.) pan

> By the way: This issue is already fixed since Nomad Web 1.0.7

&« O ) https/serverdl.mc-demo.panagenda.info:9443/nomad/#/ 0 2 B A 3 [0 it} T ﬂ @

MarvelClient failed to configure HCL Nomad with error: You are not authorized to perform
that operation.

If the problem continues please contact your System Administrator

Select Generate Problem Report to collect logs, then restart HCL Nomad to try again

Generate Problem Report




N

OPFS Explorer — Browser plugin pan

OPFS Explorer is a Chrome DevTools extension that allows you to explore the Origin
Private File System (OPFS) of a web application.

https://tinyurl.com/OPFSExplorer



https://tinyurl.com/OPFSExplorer

¢

Possible HCL Nomad Web 1.0.9 issue with LastPass pan

> If you use LastPass & HCL Nomad Web 1.0.9 in Chrome/Edge, you might see this
here - after ID-Vault password prompt on initial start:

HCL Nomad

Error:

MNomad experienced an error: ResizeObserver
loop completed with undelivered noftifications.
Click Refresh to try again.

Generate Problem Report |




From NOTES to NOMAD WEB



MarvelClient — FREE Nomad Web Migration pan

« This functionality is included in CCB
(free for all customers with active HCL maintenance)

« Requirement
Every user must have a user profile / upload document in the
MarvelClient Analyze database (including bookmark.xml,

desktop.xml and notes.ini) and must not be a Domino Roaming
user.




MarvelClient - Nomad Web Migration (cont.) pan

« A single and simple MarvelClient action brings happiness
for your users

christoph adler/panagenda
’ Objects = Files = Eclipse~ | Nomadvl Settings~  Advanced~ Cloud Migration=

.J _ 1
#| Acive| | _pa—"Priority \Aa.s. Recent Apps wodified UTC+SE
13

¥ Bl Demo MN1.1. Application Restrictions
3 E HCL Nom N1.2. Nomad Default Settings
9 1
- - Con N1.3. Nomad Web Migration
3 3 &
All Actions - = :Nun N1.4. NMomad Restrict
2 2
Access Definition Fins N1.5. Nomad Roaming
o 1 1 Wel
Condition p - AT.1.2. Momad Location
Type 4 0 Wor. _
RT Frio. Title 5 4 IReady-to-use for MarvelClient Essentials
' ' 9 8 IReady-to-use for panagenda customers and HCL Nomad
----- » Examples = 5
27 2
----- Onetime Actions
----- Permanent / Often
----- Reattime
----- lcons & BMs by Target




MarvelClient — Nomad Web Migration (cont.)

pan

« A single and simple MarvelClient action brings happiness

for your users

% What i When Who Admin

Title:

Rollback - Nomad Web migration

Click on cells to en/disable Runtypes & Repeat

START LOGIN User Interface

Before Login (BL) After Login (AL)
BLInit  Before Login ExitMotes Before DL Before Sync  Before Foam  After Login - After Write
% Persistent @ Once only #F Once a day only 1= Once from start to end
Remarks:
Nomad Web Migration Configuration:

Server: <mc:configdb_server>
Filename incl. <ini:MC_UploadDB=panagenda\mc_analyze. nsf>
Directaory:

Status:

[~ Run On Reference Only

Whilst Client is up and running
Backar. Init

FSAC  Backar.

[ Enabled

END
Client Shutdown

Shutdown

nomad web migration action
Licensed (MarvelClient Basic, Momad Mobile)

Devices and Platforms

QOO

Desktop  Laptop Tablet  Phone

OL s

Windows  Mac Android

i0s




DEMO

if we have enough time ©
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S - Bonus

Upgrade Your Time



Questions we got asked at recent conferences pan

1. How can | use NomadWeb if my Domino server(s) run on AlX or
System i?

2. How can | upgrade the local Nomad ‘installations’ in case of a
new version is available?

HCL Nomad Update Available n

HCL Nomad
Please save any work before updating.

Nomad is updating to the latest version...

4i Update Available Online
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Questions we got asked at recent conferences - cont. Pan

3. We are using Microsoft Outlook. If we get document links from
Domino Applications, Windows asks me with which Application

the link should be opened. Can we configure it that Nomad Web
will be used for those links?

- see next slide




4
Questions we got asked at recent conferences - cont. Pan

Example for Microsoft Edge

Windo
[HKEY_CURRENT L
"URL Protocol

[HKEY_CURRENT L

"explore
[HKEY_CURRENT
"URL Protocol”=

[HKEY_ CURRENT_USER\SOFTWARE\Classes\
3 \Program Files (» Microsoft

[HKEY_CURRENT_USER\SOFTWARE\Classes‘\web+notes\shell\open\ddeexe




Q&A pan

THANK YOU!

Your Feedback Matters to Us




\\‘ EXPERT TALKS
WEBINAR SERIES

A Closer Look: HCL Notes 14 and HCL Nomad Web

Christoph Adler
Head of Solution Consulting EMEA &
. HCL Ambassador

panagenda

[
panagenda

EPISODE #2

November 07th 2023

How to Perform HCL Notes
14 Upgrades Smoothly

An (Hands-on) Online Workshop

Register Today >

SCAN ME

https;//www.panagenda.com/webinars/how-to-perform-hcl-notes-14-upgrades-smoothly/


https://www.panagenda.com/webinars/how-to-perform-hcl-notes-14-upgrades-smoothly/
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