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Before We Start pan

Please submit questions via

All attendee lines are muted
‘ X .ﬂ the Chat or Q&A panel
This is t t interruptions during th L 4
pr;;t;)ﬂ%rﬁven MBS TS .- Your questions will be addressed directly during
the webinar or in the Q&A section after the
presentation.
E The webinar is being recorded Share your feedback with us
! After the webinar, we will send you a mail to give “ Use the link provided at the end to let us know
access to the recording and presentation slides. what we can do better.
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About panagenda pan

« Founded 2007, privately owned and funded

« HQ in Vienna (Austria)

« Offices in Germany, USA and The Netherlands

» panagendians work from >20 different locations

HE Microsoft &2 HCL SOFTWARE
Partner

Business Partner
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Why do we have the need to
monitor Microsoft 365?
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Upgrade Your Time



Everything changed in 2020 with the covid-19 pandemic pan‘

Starting March 2020 a massive growth in the number of employees working
remotely

Currently still > 25% of all employees* work (partially) remote

- Company data centers struggled to cope with so many people coming from
outside the local network.

- SaaS/Cloud solutions like Microsoft 365, Google Apps and others filled the void

«  What does this mean for IT departments?
— No or limited control about the technical environment
— Non-managed networks - routers, repeaters, bandwidth, quality, latency, Wifi vs. Ethernet, etc.

* Employed persons working from home - German
Federal Statistical Office (destatis.de)



https://www.destatis.de/EN/Themes/Labour/Labour-Market/Quality-Employment/Dimension3/3_11_homeoffice.html#:~:text=Nearly%20one%20quarter%20of%20all,Germany%20were%20working%20from%20home.

Some numbers ... pan

« > 2.3 million companies with > 400 million users use Microsoft 365
« ~300 million daily users use Microsoft Teams
« More than 30 Apps and countless Add-Ins and connected Apps

With this, Microsoft 365 has permeated nearly every level of business process and is
critical to the operations of many organizations



https://www.statista.com/statistics/983321/worldwide-office-365-user-numbers-by-country/#:~:text=Microsoft%20365%20is%20used%20by,using%20the%20office%20suite%20software

N

We need monitoring for Microsoft 365, because it pan

 is crucial for maintaining reliability, stability and optimal performance
« helps understand trends in usage, behavior and resource utilization
- allows you to detect issues before they impact end users

In summary:
Monitoring is not just about reacting to problems - it empowers you to proactively
manage and enhance your digital services and keeps your employees productive.
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Traditional Monitoring
% Vs.
Digital Experience Monitoring
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Monitoring pan

Traditional monitoring techniques...

» Real User Monitoring

+ Synthetic Transaction Monitoring

*  Endpoint Monitoring

*  Network Monitoring

«  Application Performance Monitoring

Cloud requires more: Focus on the ‘journey’
End-to-end User Experience monitoring
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Traditional Monitoring Digital Experience Monitoring

primarily centers around technology shifts the focus to the end user
performance. It assesses metrics experience. It monitors how users

related to servers, networks, and interact with applications,
applications from an infrastructure Scope & Focus infrastructure, availability,

perspective. performance and quality from the
end-user’s perspective and context.

provides high-level aggregated data, offers granular visibility. It allows
often lacking granularity. It might . . businesses to understand user
inform you about overall trends but Granularlty & |nS|ghts insights through advanced filtering
doesn't delve into individual user and real-time metrics.
data.

covers servers and services, extends beyond infrastructure to

networks and applications. Monitored Components also include user endpoints, apps,
web apps and API’s
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Traditional ‘user journey’ pancgenda
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Example: Microsoft 365 > Teams pan




Example: Microsoft 365 > Teams

pan

= ]
USERS DEVICE LOCAL NETWORK ISP NETWORK
- Device type - Company or home network - Direct Vs. VPN
- Hardware - Managed vs. Non-managed - Hop's (routing)

*CPU - Bandwith - Bandwith

* Memory - Quality - Quality

* Harddisk(s) - Hop's (routing) -DNS

* GPU - Wifi vs. Ethernet - Latency
* . - If Wifi
- 0S & OS version

* Signal strength

- Teams version *2,4vs.5Ghz
- Attached devices * Volatility
* Camera - If Company network
* Headset * Switches
* .. * Firewalls
- Drivers * Proxies
- Installed Software * QoS
- Current running processes * 3rd-party SaaS Security
*

- Hardware consumption

MICROSOFT NETWORK
- Regional Ingress vs.
unexpected far away

- Authentication

- Hop's (routing)

- Bandwith

- Quality

- Service availability

- Service performance

"% HHHE




Microsoft 365 pan

And more....
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Digital Experience Monitoring

shifts the focus to the complete ‘User Journey’
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Customer Examples
using OfficeExpert TrueDEM
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Example: Identifying MS Teams Clients on 32-bit

pan

0

>

Home > Apps > panagenda OfficeExpert

*

pan

Group &

24046.2802.2703.9... (1)
24033.811.2738.2546 (3)
24004.1309.2689.2... (4)
24004.1307.2669.70... (1)

1.7.00.3653 (84)

1.7.00.1864 (10)

1.7.00.156 (2)

1.6.00.35961 (1)

1.6.00.33567 (1)

Home / Microsoft Teams [ Microsoft Teams Versions

Clients that have been online and in calls within the last 30 days are shown in that list.

User Experience

Show user experience

Show user experience (&2 |
Show user experience (g7 |
Show user experience [
Show user experience [ |
Show user experience @
Show user experience [ |
Show user experience [ |
Show user experience (@ |

Show user experience [

Show user experience

Show user experience (g |

Show user experience [ ]

Show user experience

Has 64bit Teams Ver...

X X X X %X X

x

Type

Mierosoft Teams

Microsoft Teams Classic
Mierosoft Teams Classic
Microsoft Teams Classic
Microsoft Teams Classic
Microsoft Teams Classic
Microsoft Teams Classic
Microsoft Teams Classic
Microsoft Teams Classic
Microsoft Teams Classic

Microsoft Teams Classic

Microsoft Teams Classic

Microsoft Teams Classic

Microsoft Teams Classic

Last Detected

3/10/2024 1:54:04 AM

3/11/2024 1:19:21 PM

3/11/2024 2:26:00 AM

3/11/2024 9:50:32 AM

3/11/2024 1:22:36 PM

2/28/2024 1:54:42 PM
2/29/2024 9:07:42 AM

3/11/2024 1:25:49 PM

3/11/2024 1:20:07 PM

3/6/2024 7:46:14 AM

Operating System

WINDOWS

WINDOWS

WINDOWS

WINDOWS

WINDOWS

WINDOWS
WINDOWS

WINDOWS

WINDOWS

WINDOWS

* Expand all

08 Architecture

% Collapse all

0S Version

10.0.22631

10.0.22621

10.018045

10.0.22621
10.019045

10.018045
10.019045

10.019045

10.019045

10

(w3
=

®

th Export to Excel

(I Pivot Mode
S

Display Name

suwnie)

User Experience
User Principal Name

User Id

sied <

Has 64bit Teams Versio
Device Name

Teams Version

! Type

Last Detected

i Operating System

i 0S Architecture

0S Version

CPU Max Clock Speed

cpy

Manufacturer
Row Groups

Teams Version + &

Values
Drag here to aggregate

Entries: 118 of 89,695




Example: Identifying MS Teams Clients < v1.7

pan

» 24033.811.2738.2546 (540)
¥ 24033.807.2716.7297 (33)

> 24033.804.2695.4008 (1)

> 240041309.2689.2246 (12651)
> 240041307.2669.7070 (257)
> 23335.232.2637.4844(234)
> 23320.3021.2567.4799 (13)
¥ 1.7.00.6460(2)

»  1.7.00.8062(4)

> 1.7.00.6058(2882)

> 17.00.3653(5792)

> 17.001864 (145)

> 1700156 (24)

> 1.6.00.6754(2)

¥ 1.6.00.44721(1)

»  1.6.00.35881(10)

> 1.6.00.33567(9)

> 1.6.00.29964 (8)

> 16.00.28557 (1)

> 1.6.00.27573(4)

> 1.6.00.24078(1)

> 1.6.00.22378(3)

» 1.6.00.20074 (1)

> 1.6.00.18681(1)

» 160016472 (1)

»  1.5.00.8070(2)

> 1.4.0019572(1)

B Q Search or jump to. & ctrivk ® » 6
= Home > Apps > panagenda OfficeExpert ~
pan Home / Microsoft Teams / Microsoft Teams Versions o

Clients that have been online and in calls within the last 30 days are shown in that list.

Group 2 Display Na.. 1 T User Experience User Principal Name

17.00.3653 (5792)

17.001864 (145)

17.00156 (24)

~ 16006754 (2)

Show user experience

Show user experience -

16.00.4472 (1)

16.00.35961(10)

16.00.33567 (9)

1.6.00.29964 (8)
16.00.28557 (1)

16.00.27573 (4)

16.00.24078 (1)
16.00.22378 (3)

16.00.20074 (1)

16.00.18881(1)
16.0016472 (1)

1.5.00.8070 (2)

<

1.4.0019572 (1)

Show user experience »

Device Name

Teams Version 2 +

1.6.006754

1.6.006754

1.4.00.19572

«" Expand all

& e

Operating System | (I Pivot Mode

[S]

Display Name

Type Has B4bit Teams Version Last Detected

suwnjo

User Experience

User Principal Name

sia4 4

]

User Id

Microsoft Teams Classic v 0/3/2024 07:43:21 WINDOWS

Device Name.

Microsoft Teams Classic v 28/2/2024 19:56:42 WINDOWS
Teams Version

Type
Has B4bit Teams Version
Last Detected

Operating System

i 0S Version

Seen last 7 days

[ Row Groups
i Teams Version &

Values

Drag here to aggregate

Microsoft Teams Classic v 26/2/2024 22:30:08 WINDOWS

Entries: 22,622




Example: Understanding the Users Connectivity Journey - |

USER A 5

pan

alh *
pan

Device name
Job Title

User Insights

Device
—=—
LOEM-T580

Private IP Address
10.201.18

Public IP Address

81.223.103.146

Location

Vienna, Austria

Home > Apps > panagenda OfficeExpert

9ms / 3 Hops (19% of total RTT) ||

Internal Network

Q Searct ump to @ ctrivk
Home / User Search / User Experience
@ Go to Advanced User Details
Department Office Location - State -
Company Name City Vienna Country Austria
Connectivity Journey User Experience Teams Call List Device Summary
Scan
Previous scan Next scan

smpo2atozaam < 3/11/2024 12:17 PM

> 3/6/202412:31PM |

User Network

First ISP Last ISP
¥ = & =7 &
10.20.1.0/24 Magenta Telekom Deutsche Telekom AG
Business
Network Type IP Address
Ethernet (1000Mbit) 1P Address 62159.61.163
Gateway IP Address 81.223.103.145 Aén
10.2011 ASN 3320
Network Info 8412 Location
Managed Network Location Siegbach, Hesse,
Name: Users OVIE Vienna, Austria Germany

Location: Vienna

10ms / 7 Hops (21% of total RTT)

€ Back to scans

Microsoft Teams
— B

a-tr-teamsc-euno-
12.northeurope.cloudap
p.azure.com

IP Address
52114.250122
Geography / Region

Europe / North Europe

Location

Dublin, Leinster, Ireland

Internet Service Provider

|| 28ms/13 Hops (60% of total RTT) |
Microsoft




Example:

USER B

Understanding the Users Connectivity Journey - i

pan

6 or jump to @ ctrivk
= Home > Apps > panagenda OfficeExpert
pandc / Home / User Search / User Experience
- - @ Go to Advanced User Details
Device name Department Office Location - State
Job Title Company Name City Vienna Country
User Insights Connectivity Journey User Experience Teams Call List Device Summary
e ——
Scan
Previous scan Next scan

3/6/2024 1213 PM ¢ 3/11/2024 12:17 PM

> 3/6/202412:31 PM

Name: Users OVIE
Location: Vienna

7ms |/ 3 Hops (16% of total RTT) | ]

Device User Network First ISP
= B F Bl 2 e
==
FRST-T580 10.20.1.0/24 Magenta Telekom
Private IP Address Network Type IP Address
10.20.1.10 Ethernet (1000Mbit) 80.241.20.81
Public IP Address Gateway IP Address ASN
81.223.103.146 10.20.11 8412
Location Network Info Location
Vienna, Austria Managed Network Austria

17ms / 4 Hops (38% of total RTT)

Austria

Last ISP

2

Deutsche Telekom AG

1P Address
217.5.79.210
ASN
3320
Location

Germany

< Back to scans

Microsoft Teams
— B

a-tr-teamsc-swen-
13.swedencentral.clouda
pp.azure.com

IP Address
52114.229.12
Geography / Region
Europe / Sweden Central
Location
Malmo, Skine County,
Gavle

| [ 20ms / 11 Hops (46% of total RTT) [

Internal Network

Internet Service Provider

Microsoft




Example: Understanding the Users Connectivity Journey - lli

USER
C(hris)

¢

pan

o

= Home > Apps > panagenda OfficeExpert

&

pan Home / User Search / User Experience

Christoph Adler christoph.adier@panagenda.com

Device name ADCH-P52
Job Title Head of Solution Consulting

User Insights Connectivity Journey User Experience

Device

E —

ADCH-P52

Private |P Address
192.168.188.51
Public IP Address
145.224.73138
Location
Berlin, Land Berlin,
Germany

Department

@ Go to Advanced User Details

Solution Consulting

Company Name panagenda GmbH

Previous scan
3112024 11:44 AM ¢

User Network

5

192.168.188.0/24

Network Type
Wi-Fi 5 (Excellent Signal)
Ssid:
Buettgenbadler2024
Gateway IP Address
192.168.188.1
Network Info
Unmanaged Metwork

Teams Call List

32ms / 3 Hops (40% of total RTT)

Device Summary

p to. ctri+k

Office Location - State
City Heppenheim Country

Scan

3/11/2024 12:02 PM 5 =00 21 pm

First ISP
2
Starlink

IP Address
206.224.65.202
ASN
14593
Location
Cedar Rapids, lowa,
United States

Germany

Last ISP

2

Starlink

IP Address
206.224.65.180
ASN
14593
Location
Cedar Rapids, lowa,
United States

42ms | 2 Hops (51% of total RTT)

® » @

s

< Back to scans

Microsoft Teams

—"@3

b-tr-teamsc-euno-
08.northeurope.cloudap
p.azure.com

IP Address
52114.231.6
Geography [ Region
Europe / North Europe
Location
Dublin, Leinster, Ireland

I 7ms / 12 Hops (9% of total RTT) |

Internal Metwork

Internet Service Provider

Microsoft




Example: Understanding the Users Connectivity Journey- IV pgn

HOpS th Export to Excel

T Hop ... Source IP Target IP = Hostname RTT (Rtt2) Jitter ISP Name Asn
1 127.0.01 1921681881 fritz.box 4ms sms 4ms 3ms ms
2 192.168.188.1 100.64.01 35ms 3Zms 40ms 33ms 4ms
3 100.64.01 17216.250.44 32ms 3ms 32ms 34ms 2ms
4 17216.250.44 206.224.65.202 undefined.hostname.localhost M3ms 94ms 132ms 27ms Starlink 14593
5 206.224.65.202 206.224.65.180 undefined.hostname.localhost 42ms 36ms 44ms 48ms 5ms Starlink 14583
6 206.224.65.180 104.44.56.243 ae88-0.ier02.fra32.ntwk.msn.net 45ms 45ms 46ms 43ms 2ms Microsoft Azure BO75
104.44.56.243 104.44.20.248 be-102-0.ior01.fra23.ntwk.msn.net &7ms 67ms Oms Microsoft Azure BO075
9 104.44.20.248 104.44.7.77 be-2-0.ibr04.bl7.ntwk msn.net 63ms 74ms 57ms 58ms 10ms Microsoft Azure 8075
10 104.44.777 104.44.30.108 be-14-0.ibr01lon24.ntwk.msn.net 64ms 63ms 62ms &7ms 3ms Microsoft Azure BO075
n 104.44.30108 104.44.30.47 be-3-0.ibr01.dub08.ntwk.m: Most Recent Teams Latency Scan (ISP route) o : BO75
12 104.44 30 47 104.4411.70 ae100-0.icr01.dub08.ntwk.m 8075

+] | Fitscroen |

Entries: 11

\
USER “a g’
C(hl'iS) U

Leaflet | © OpenStreetMap contributors




Example: Microsoft 365 Environment Status - Good pan‘

= Home > Apps > panagenda OfficeExpert ~
pan. Home / Environment Status o
9 5 97 100
—_— 97
Real User Simulation Score Real User Simulation Score Real User Simulation Score ‘ - - L

100« 92& 914 100+ 100& 954 98+« 100& 97+ B s ngems - 1760 »

Predicted Agents -
Q ot -

Real User Simulation Sc Real User Simulation Sc Real User Simulation Sco

100« 94& 92# 100« 95& 92+ 100« 94& 894

Real Use ulation Score Real User Simulation Score Real User Simulation Score

100« 93& 91+ 89« 96& 924 100+ 92& 91+

93

Real Use ulation Score Real User Simulat

97« 100% 93» 94« 100# 98~

ATET Internet 100+

11111
g




Example:

Microsoft 365 Environment Status with issues

B

pan

Q Search or jump to.

Home » Apps » panagenda OfficeExpert

*

Home [ Environment Status

@2 Exchange

Real User Simulation Score

93+« 100 &

Real User Simulation Score

CYEN 86

Real User Simulation Score

100 « 100 &

Real User Simulation Score

100 « 100 &

Real User Simulation Score

100 « 100 &

Real User Simulation Score

100 « 100 =

Real User Simulation Score

100 #

Real User Simulation Score

100« 90= 100#

B ctri+k

@ » M

95

o 25 50 73 100

- Actual Agents - 122 *
- Predicted Agents - 128 T

Real User Simulation Score

100+ 93 & 100~

Real User Simulation Score

100 < 100 &

Real User Simulation Score

100 «+ 100 =

23+

- Microsoft Azure 23
- Versatel Deutschland 251
- Vodafone Germany BG™
- Epcan 92+

- Deutsche Telekom AG 100+
- 02 Deutschland

100"

pan




Example: Microsoft 365 Environment Status with issues

5

Home > Apps > panagenda Officebxpert

*

pan Home / Environment Status

@ Exchange

31

Real User Simulation Score

Q Search or jump to. @ e

3 e—

Real

93« 100 & 31 = LR

Real User Simulation Score Real

100+ 93 & 100 »

B ooz

Real

100 ¢ 100 & 100 + 100 &

Real User Simulation Score Real

100 <> 100 &

Real

100 + 100 & 100 100 &

Real User Simulation Score

100 » 100+ 90% 100~

Real User Simulation Score

100 <> 100 &

[REN ]

Top ISPs by # Users

23+

o

B oz oeuscnians 1000

Most Recent Teams Latency Scan (ISP route)
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Example: Microsoft 365 App Status with issues and solution pan

n Q, Search or jump to.. & clrlsk @ » M

= Home > Apps » panagenda OfficeExpart -

pan Home { Microsoft 365 App Status [ Preview o
Show only issues JF | By status -

A

@ : Outlook - Platform Status X

oa ‘Outlook for Windows ~

Outlook Azure AD

Functionalities

0 e e .ﬂ ‘Shared Mailbox Access

.a View Mailfinbox
E @ AutoDiscover Server and Settings
Free/Busy Lookup
Lists OneDrive M365 Modern Group Access
Open Calendar
&

o o o O wo -

Functionalities

o AzureAD Auth

e Cross-Premises Free/Busy Lookup

o AzureAD Auth

e Display Presence Badge

Outlock for Mac Status: IMPACTED Outlook forMac »

OneNote SharePoint

Programmatic Access >

e Free/Busy Lookup
9 M385 Modern Group Access
. Open Calendar

Shared Mailbox Accass
(=)

View Mail/Inbox




pan

Digital Experience Monitoring

shifts the focus to the complete ‘User Journey’




Q&A pan

THANK YOU!

Your Feedback Matters to Us
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Why device, WIFI, and ISP insights are
crucial to supporting remote M365 users
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Christoph Adler
Head of Solution Consulting
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