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Before We Start

All attendee lines are muted

This is to prevent interruptions during the 
presentation. 

X

The webinar is being recorded

After the webinar, we will send you a mail to give access 
to the recording and presentation slides.

Please submit questions via 
the Chat or Q&A panel

Your questions will be addressed directly during 
the webinar or in the Q&A section after the 
presentation.

Share your feedback with us

Please let us know what we can do better.



Agenda

1. What is TrueDEM?

2. Upcoming changes

3. Call & Meeting Bots: Helper or Risk?

4. Research review: Microsoft Native Meeting Bots & Applications

5. Q & A



• Seamlessly integrated 
data from Microsoft 365 
services, endpoints, 
and home & office 
networking, provides a 
holistic view of your digital 
workplace environment.

Comprehensive 
Data Insights

• Providing ‘single pane' 
perspectives and real-time 
dashboards with user-context 
specific, end-to-end insights for:

Effective troubleshooting
and analysis

Actionable 
Analytics • Make informed decisions 

about network, device 
and resource allocation 
based on real user 
experience analytics and 
proactive pattern analysis.

Data-Driven 
Decision Making

Advanced Microsoft Teams Call Quality Analytics
& 

End-to-end User Experience Monitoring for Microsoft 365



Upgrade Your Time

Upcoming Changes



New reports for Teams
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Teams Versions Overview
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All Platforms, for all tenant users 
(except guests)

Indicates how
many Windows 
Versions were

detected that are 
older than 90 days



Report: Applications used during Calls & Meetings
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Added timeline infomation
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Added Agent Manager Version information
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Recently Released 

https://www.panagenda.com/kbase/display/OE/Release+Notes+TrueDEM

Current Public Enterprise Channel 
• Windows: 1.25.6 
• macOS: 1.1.1

Insider Channel
• Windows: 1.26.3 (EU - Expected to be pushed to public channel later 

this month)
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https://www.panagenda.com/kbase/display/OE/Release+Notes+TrueDEM


Upgrade Your Time

Call & Meeting Bots:
Helper or Risk?
Form hospital to court room, they might be more impactful than you think



Bot or Application?

Native Microsoft 
CoPilot, RecordingBot, etc

Self-built & certified
Compliance recording, etc

Third-Party
otter.ai, fireflies.ai, etc

Application: 
~Graph API or Teams 

platform integrated
(post-call)

Bot: 
~Application acting

as a Participant 
(live)

Note! Microsoft sees all bots as applications and many
combine both application & bot techniques to interact!



What do bots & applications do in Teams calls & meetings?

Content capture
• Recording
• Transcribing
• Translating
• Note-taking & summarizing
• …

Call management
• Call queue management
• Voicemail
• Compliance recording
• Virtual Assistants
• …
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How visible are they?

• Tile

• Participant List (‘Fred’ factor)
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How visible are they?

• Tile

• Participant List (‘Fred’ factor)

• Call ID
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What are the risks?

Access to… 
– Recording

– Transcripts

– Shared files

– Comments

– Meeting polls

– Participant list

– …
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Data 
Residency & 

Security

Where is the data hosted?

Who controls the servers?

Legal 
Requirements

Jurisdiction

Privacy

Compliance

Data Quality & 
Ownership

Data Quality

Sell and/or use of 
information



The perfect storm (Sept 2024, Ontario):

• 1 Meeting

• 65 invitees (13 of which no longer
worked there)

• Users using private accounts

• The ‘bot’ trigger…

Outcomes:

• Breach of patient confidentiality report 
by the Information and Privacy 
Commissioner of Ontario

• Mandates to remediate & prevent: 

– Mandatory meeting lobbies

– Firewall blocking

– Offboarding audits

Example #1: “Otter.ai Hepatology Rounds” breach
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Example #2: United States v. Heppner, February 2026

The case: 

1. Mr Heppner facing charges for financial fraud

2. Inputted actual facts about the case & information from his lawyer into a 
consumer grade AI to draft a defence strategy.

3. FBI seized his computer and found the AI logs... 

Outcome:

• Attorney-client privilege - DENIED

• Privileged information - WAIVED
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Key Ruling
The privacy policy was treated 

as consent to disclosure.



Technical 
Restrictions

What can you do to protect your users / calls?
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Technical 
Restrictions

Training & 
Awareness

Technical 
Restrictions

Training & 
Awareness

Monitoring 



Upgrade Your Time

Research review: 
Microsoft Native Meeting Bots & 
Applications



Research Purpose

• Determine which applications are being used within Teams

• Find out how frequently new versions of these apps are being deployed

• Identify the hosts on which these applications are running 

• Assess the scale by counting the number of hosts for each app

• Finally, calculate how often each app is used and compare them



Not every App exists in our Entra



Typical structure in a call record…



Magnitude of hosts to power these apps…

• MCRRTPOutput - 192 different Hosts have been identified

Hostname: rtpout-5469d6fbbf-2b6ln
Platform: AMD EPYC 7763 64-Core Processor / Intel(R) Xeon(R) Platinum 8370C CPU @ 2.80GHz

App/Version: Single App/Single Version

Teams Interpreter

• MCRAIInterpreterIngest - 81 different Hosts have been identified

Hostname: aiinterpreterin-6c587c9f96-f78tv
Platform: AMD EPYC 7763 64-Core Processor / Intel(R) Xeon(R) Platinum 8370C CPU @ 2.80GHz

App/Version: Single App/Single Version



Magnitude of Hosts to power these apps…

Call Recorder

• 400 different Hosts have been identified – kind of 4 Pillars ?

MEDIAAPP-A-31
MEDIAAPP-B-31
MEDIAAPP-C-31
MEDIAAPP-D-31



Top Apps ?



Version number or Build Date or Deployment Date ?

MicrosoftTeamsAutoAttendantService (20251113.1)

MicrosoftTeamsAutoAttendantService (20251120.1)

MicrosoftTeamsAutoAttendantService (20251204.1)

MicrosoftTeamsAutoAttendantService (20251209.2)

appid:56aa0a8f-4cd3-446b-8146-0023476a5ff2 Microsoft.Skype.Platform.Echo.Logic/1.11.379.0

appid:56aa0a8f-4cd3-446b-8146-0023476a5ff2 Microsoft.Skype.Platform.Echo.Logic/1.11.421.0

appid:56aa0a8f-4cd3-446b-8146-0023476a5ff2 Microsoft.Skype.Platform.Echo.Logic/1.11.429.0

appid:56aa0a8f-4cd3-446b-8146-0023476a5ff2 Microsoft.Skype.Platform.Echo.Logic/1.11.465.0

appid:56aa0a8f-4cd3-446b-8146-0023476a5ff2 Microsoft.Skype.Platform.Echo.Logic/1.11.485.0

appid:56aa0a8f-4cd3-446b-8146-0023476a5ff2 Microsoft.Skype.Platform.Echo.Logic/1.11.489.0

appid:56aa0a8f-4cd3-446b-8146-0023476a5ff2 Microsoft.Skype.Platform.Echo.Logic/1.11.494.0

appid:56aa0a8f-4cd3-446b-8146-0023476a5ff2 Microsoft.Skype.Platform.Echo.Logic/1.0.3274.890

appid:9e133cac-5238-4d1e-aaa0-d8ff4ca23f4e GraphCommunicationsClient-ConferenceVirtualAssistantBot-2025.11.21.1/1.2.0.13083

appid:9e133cac-5238-4d1e-aaa0-d8ff4ca23f4e GraphCommunicationsClient-ConferenceVirtualAssistantBot-2025.11.26.1/1.2.0.13083

appid:9e133cac-5238-4d1e-aaa0-d8ff4ca23f4e GraphCommunicationsClient-ConferenceVirtualAssistantBot-2025.11.5.1/1.2.0.13083

appid:9e133cac-5238-4d1e-aaa0-d8ff4ca23f4e GraphCommunicationsClient-ConferenceVirtualAssistantBot-2025.12.12.1/1.2.0.13083

appid:9e133cac-5238-4d1e-aaa0-d8ff4ca23f4e GraphCommunicationsClient-ConferenceVirtualAssistantBot-2025.12.16.1/1.2.0.13083

appid:9e133cac-5238-4d1e-aaa0-d8ff4ca23f4e GraphCommunicationsClient-ConferenceVirtualAssistantBot-2025.12.17.3/1.2.0.13083

appid:9e133cac-5238-4d1e-aaa0-d8ff4ca23f4e GraphCommunicationsClient-ConferenceVirtualAssistantBot-2025.12.3.1/1.2.0.13083

appid:9e133cac-5238-4d1e-aaa0-d8ff4ca23f4e GraphCommunicationsClient-ConferenceVirtualAssistantBot-2025.12.4.1/1.2.0.13083

appid:9e133cac-5238-4d1e-aaa0-d8ff4ca23f4e GraphCommunicationsClient-ConferenceVirtualAssistantBot-2025.12.5.1/1.2.0.13083



QUESTIONS?QUESTIONS?



April 15th, 2026  | 16:00 CET  |  10:00 am EST



THANK YOU!THANK YOU!
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