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1. Welcome

Thank you for reading this Quick Start guide for MarvelClient (MC) Upgrade Free Edition!

1.1.  What Will You Find in This Guide?

Section 1 is what you are reading now. It gives you a short overview of what MarvelClient
Upgrade is and answers a few common questions.

Section 2 will show you how to configure an upgrade package.
It will take you through all the steps needed: From downloading to configuring and
preparing/publishing an upgrade package.

Sections 3 and 4 will deal with details on elevation/privileges/authentication.
We provide several different methods on how to grant the needed rights to MC Upgrade.

1.2.  What Is MarvelClient? Essentials? Upgrade? The Free Edition?

MarvelClient is an IBM Notes client management solution by panagenda.
With it, you can centrally analyze and manage your Notes clients in various ways. Find out more
about it here.

Together with IBM and HCL we have recently made a subset of its functionality available to all
customers using IBM Notes 9.x and newer, free of charge: MarvelClient Essentials.

MarvelClient Upgrade is one of several additional modules available for MarvelClient. It allows
you to perform Notes client upgrades fast, easy, and from within your Notes client infrastructure.

In order to help the Notes-world get to Notes 10.0.1, we are also making something else
available for free: MarvelClient Upgrade Free Edition.

It provides almost the full feature set of MarvelClient Upgrade, and is built to work with both
MarvelClient and MarvelClient Essentials. 1) The only limitations are: you cannot customize the
progress bar that is displayed to end-users during the upgrade and 2) There is a pre-defined list
of installers you can deploy with it (Mostly Notes 10.0.1 with a few things associated with it).
More details on these limits in section 2.1.
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1.3. How do | get MarvelClient Upgrade Free Edition?

e Ifyouare a MarvelClient customer, you should already have access to Upgrade Free Edition:
Just perform an OnlineUpdate. Contact support if you have any issues.

e Ifyou only have MarvelClient Essentials, go here to request your free license.

e Ifyoudon’t have MarvelClient yet, read the following section.

1.4. How do | get MarvelClient?

If you don’t yet have MarvelClient (either Essentials or a licensed variant), don’t worry.
MarvelClient Essentials is freely available to current IBM Notes customers and is already
included with Domino 10.

e Ifyou have upgraded your servers to Domino 10 already, you can enable Essentials by
following this guide.

Notes/Domino 9 customers can download and install Essentials from panagenda.

e Ifyouare on older versions of Notes, MarvelClient Essentials is not officially supported. It
can be used and should work, but without any guarantees or support.

Please make sure to create the MarvelClient databases and enable the client component as
described before you proceed.

1.5. Where Can | Get Help?

Since MarvelClient Upgrade Free Edition is provided free of charge, we cannot provide any
support or assistance on its use beyond this documentation. We will post several guides and
articles to show how to use it on our blog over the weeks following the release.

You can, however, contact support@panagenda.com if you find any defects.
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2. MarvelClient Upgrade Wizard — Fast Track/Super Easy

2.1. Introduction

The following chapter gives an overview on how to create an IBM Notes upgrade package using
the brand new panagenda MarvelClient Upgrade Wizard.

Prerequisites:

e You are using either the free MarvelClient Essentials or a licensed variant of MarvelClient.

e The MarvelClient Configuration and Analyze databases already exist on at least one IBM
Domino Server in your environment.

e Make sure you have the latest MarvelClient components available by running an Online
Update in the MarvelClient configuration database. The local mc.dll / pmc.dll version on the
user’s computers must be greater than or equal to 10.x.

e Customers with Notes 9.0.1 FP10 IF6 must use an mc.dll / pmc.dll greater than or equal to
10.0.11 (this is because IF6 has wrong version information built-in).

e AllIBM Notes clients, which should receive the upgrade package, must already be
MarvelClient enabled.

e Ensure you have all needed installation packages, you plan to deploy, available on your
administration computer, e. g.

o IBM Notes 10.0.1 English (NOTES_V10.0.1_FOR_WIN_EN.exe)

o IBM Notes 10.0.1 Multilingual User Interface — Group 1
(NOTES_CLIENT_10.0.1_ML_UI_WIN_GP_.exe)

o IBM Swift File 4.2.1 (CIQ83EN.exe)
MarvelClient Upgrade Free will only support the following installation packages:

e IBM Notes 10.0.1 English or any other available language

e IBM Notes 10.0.1 Multilingual User Interface — Group 1, 2a, 2b and 3
e IBM Notes 10.0.1 Fix Pack 1

e IBMSwift File 4.2.1
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If you plan to deploy one of the following components, a regular MarvelClient Upgrade license is
required:

Notes greater than 10.0.1 Fix Pack 1

Notes 9.0.1 and/or MUI-Pack and/or Fix/Feature Pack and/or JVM Patch and/or Sametime
embedded fix

IBM Client Application Access

IBM Connections Plugins for Notes

Additional software like CTI, plugins, etc.
On the next pages, we will cover the following scenario in detail:

e Upgrade to IBM Notes 10.0.1 from any client version smaller than 10.0.1 (Notes 6.x — Notes
10.0.0)

e Adding the French, German and Japanese languages

e Adding IBM Swift File 4.2.1

Note:
Whilst MarvelClient works on Windows and Mac, MarvelClient Upgrade runs on Microsoft
Windows exclusively.
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2.2. Download MarvelClient Upgrade Free Edition

For MarvelClient Essentials customers:

e Get your MarvelClient Upgrade Free license key here:
www.panagenda.com/products/marvelclient/free-upgrade

e The license key must be used from within the MarvelClient Configuration database,
Administration\Online Update:

Online Update configuration

o IF Update MarvelClient Essentials r Enter a license key

e |¥ uUpdate MCUpagrade - Enter a license key |

License Key: | 111a2a222bbb333ccc, | €)
Update-Type? * Update this database
™ Update thiz database (selective)
" Muto-Prepare update for a differert database
™ Manually prepare update for a different database
™ Inetall prepared update

Update FEDATA% panagenda_update ; e.g. LDATAY \panag
directory:

¥ | herewith accept the license agreement according to Http//www panagen:

Check for Update

Figure 1: Online Update settings for MarvelClient Essentials customers

e Ifyou do not see an option to enter the MCUpgrade license key, you need to run an Online
Update without the key first to update the design of the Configuration database.
Thereafter, close and re-open the Configuration database and run Online Update again.

e After entering the license key, run Online Update to download the Upgrade components.

For regular MarvelClient customers:

e MarvelClient Upgrade Free has already been added to your license.
Please run an Online Update to get it. You might need to run it twice; once to get the
latest templates, and a second time to download the MCUpgrade components.
In case you run into an issue, please contact support.
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2.3. Create an “Upgrade Configuration” action

Open the MarvelClient Configuration database, expand the “MarvelClient Upgrade” section in the
navigation, open the “Configuration(s)” view and create a new “Upgrade Configuration” action.

= Analyze

Q MCLUC. MCUpagrade Config Categorize

¢

Last modified UTC+3EC ~ |Package Mame ~

pan
Welcomel
MarvelClient

=R Self-created Folders
General

=R MarvelClient Upgradz

MarvelClient Mail
MarvelClient Automate
Administration
Advanced

Help, Feedback & Support

©2007-2019 panagenda®

Figure 2: Create a new "Upgrade Configuration" action
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In the upper part of this Action, specify the “Title” and “Package name”, for example:

1. Title: MCUpgrade - IBM Notes 10.0.1 + MUI-Pack (French, German, Japanese) +
Swift File
2. Package name: Notes 10.0.1 - full upgrade

Additionally, options for “Type of Upgrade / Update” and “Wizard mode” must be selected. For
this scenario we choose

3. Type of Upgrade / Update: Full client + optionally Fixpack / Hotfix / other
4. Wizard mode: Fast Track / Super easy

* Save  Close  Categorize
What When Who Admin

Title:
mcupgrade confi
rol "MCUpgrade - IBM Notes 10.0.1 + MUI-Pack (French. German. Japanese) + Swift File LicensedF[)N%NEICIiem Upgrads) 9

MarvelClient Upgrade Configuration

This document allows you to configure of Notes client Upgrades and Updates.

abc MarvelClient Upgrade Configuration

The package name is used to uniguely identify each upgrade configuration in automatically created Actions upon publishing and for tracking via the
 MarvelCliert Analyze database. Once published, the package name can not be changed anymore. Please keep the package name short and simple, & ..
Package name:  “potes 10,0.1" "Notes 10.0.1 FP1 full”, "Notes 10.0.1 FP1 only” and similar.

g [Nc:tes 10.0.1 - full umradel

Type of F' Full client + optionally Fixpack / Hotfix / other I

Upgrade /
Ugg:; " Fixpack / Hoffix / other only

o
Wizard modg

Give me all the options

Figure 3: General part of "Upgrade Configuration” action

Note:
To use all options for your upgrade, select “Give me all the options”. We will not use this option
for our herein described scenario.
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2.4. Distribution tab

On the Distribution tab you can choose whether the package distribution to your clients will be
handled by MarvelClient itself or your very own solution. If MarvelClient is to deploy the package,
you must specify from which source the clients will download the upgrade package. You can
choose between a file path (UNC or a mapped drive) and a URL (https or http).

Note:

If you need multiple download locations (for different geographies or sites, for example), you can
later duplicate the so called “Smart File Downloader” Actions after publishing your upgrade
configuration.

On the Distribution tab you can also index your installation packages to select them for your
Upgrade.

In our current scenario we will use MarvelClient for the package distribution, using the following
UNC path = \\fileserver.local\MCUpgrade$

Note:
This path will not work in your environment, so please choose one which exists in your
environment.

I Distribution Inoiums| Hevation | User Experience | (Un)install | Tracking

Installer distribution

Package [* Distribute Installer(s) with MarvelClient |e
Distribtion: " Distribute Installer(s) independent of MarvelCliert

Source from " Filepath e

where end user
clierts " URL/ttpis)

download: If you need muttiple download locations (for different geographies or sites, for example), you can later on duplicate the so called SmartFileDownloader Actions
after publishing this Upgrade corfiguration.

Filepath can be UNC or mapped drive, e.g “wncserver'directory or N:\directony
Ir‘.‘.fileserver.locaI‘.MCUpgradeSl_l e

Figure 4: Upgrade Package Distribution

To index the “Full Client Installer”, click on “Index Installer(s)”, select the IBM Notes 10.0.1
installation package and click on “Open”.

Full Client Installer

E:L?;Z‘l o Index Installer(s)

|— Please select a full clientinstaller - ~

Target Filename: Target filename on end user computers (in Upgrade directary):

Figure 5: Import Full Client Installer 1/4
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iif Please select one or multiple install executables x
Look in: | Installation-Packages w | (€] & s FF g
Marme - Date moedified Type Size
. i CIOBIEM. exe 12.08.2013 12:54 Application 3212KB
Szt MOTES_CLIENT_10.0.1_ML_UI_WIN_GP_.exe 05.02.2019 08:52 Application £33 900 KB
7] NOTES_V10.0.1_FOR_WIN_EN.exe | e 18.12.2018 13:26 Application 682 655 KB
Desktop
| |
Libraries
This PC

g File name: |NOTES_V10.0.1_FOR_WIN_EN exe - I |
Metwork

Cpen
Files of type:  Executables v/ Cancel

Figure 6: Import Full Client Installer 2/4

MarvelClient will then automatically create the working folder for the build process

(“%public%\MCUpgrade\build), detach MCUpgrade.exe and license_upgrade.xml into that folder
and use these files to

e scantheinstallation package,
e create a SHA256 hash of it,

e and import the meta-information into a newly created installer document in the
MarvelClient configuration database.

Information >

o 1 files processed.,

Figure 7: Import Full Client Installer 3/4
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You can now select the imported “Full Client Installer” by using the drop-down list:

Full Client Installer

E:L?;Zf:: Index Installer(s)

© |Fullinstaller IBM Notes 10.0.1 (10.01.18332) [NOTES_V10.0.1_FOR_WIN_EN.exe] | v|

Target Filename:  Target filename on end user computers (in Upgrade directory):
NOTES_V10.0.1_FOR_WIN_EN exe

Figure 8: Import Full Client Installer 4/4

Similar to indexing and selecting the full client install package, we can now also add the MUI-
Pack Group 1 and the IBM Swift File installer packages:

Simply click on “Index Installer(s)” in the “Addon / Fixpack / Hotfix / Language Pack(s) / other
Installation installer(s)” section and select both installation packages:

Addon / Fixpack / Hotfix / Language Pack(s) / other Installation Installer(s)

o Index Installer(s)

Figure 9: Import additional Installers 1/4

iif Please select one or multiple install executables X
Look in: | Installation-Packages ~ | (< I i
i Marme Date moedified Type Size

B cossinee | @ 12.09.2013 18:54 Application 8212KB

Quick access

== NOTES_CLIENT_10.0.1_ML_UI_WIN_GP_.exe 05.02.2019 09:52 Application 633 909 KB

- NOTES_V10.0.1_FOR_WIN_EN.exe | a 18.12,2018 13:26 Application 632 655 KB
Desktop

"
Libraries
This PC

g File name: |"NDTES_WI].I].'I_FDR_WIN_EN.E:E" "CIGE3EM exe” V|° | Cpen |
Metwork

Flesof type: | Executables v | Caneel |

Figure 10: Import additional Installers 2/4
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Information -

o 2 files processed.

Figure 11: Import additional Installers 3/4

After the import process has finished successfully, we then select both installer packages in the
checkbox field:

Addon / Fixpack / Hotfix / Language Pack(s) / other Installation Installer{s)

Import Installer(s)

[¥ Language pack: IBM Notes 10.0.1 MUI Pack for G1: BrazilianPortuguese.Catalan. French.German ltalian.Japanese Ko
e [¥] SwiftFile: SwiftFile 4.2.1(4.2.1.0) [CIQ83EN exe]

Addon
Package(s):
< >
Target Target filename(z) on end user computers (in Upgrade directory):
Fename(s): | NOTES CLIENT_10.0.1_ML_UI_WIN_GP_exe
CIQ83EN. exe
Figure 12: Import additional Installers 4/4

Tip 1:

This is a good moment to save your “Upgrade Configuration” Action, if not done yet.

Tip 2:
Please make sure, that all selected installation packages are copied to

\\fileserver.local\MCUpgrade$ (as specified in 2.4.) and that all users can access it and have
read-rights to it.
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file://///fileserver.local/MCUpgrade$

o

pan

2.5. Conditions tab

One of MarvelClients’ many strengths is the possibility to run Actions based on Conditions. On
the Conditions tab you can easily choose the required conditions for our upgrade configuration.
To keep it simple, here is a list of the conditions, we will use in this scenario:

e Only for non-Admin and/or -Designer clients

e Only for clients for which the Notes Data Folder is not on a network drive
e Only if the current Notes Client version is smaller than 10.0.1

e Only on Windows 10 computers

e Only on non-Citrix clients

Distribution () ation | User Experience | (Un)install | Tracking |

Simple Conditions (for more Conditions, see When tab at the top)

I % Exclude clients with Admin and/or Designer client I e
Admin/Designer: " Include clients with Admin and/or Designer client
" Only upgrade clients with Admin and/or Designer client

Data on network ¥ Do not un Upgrade i the Motes data directory is on a network drive I e

drive:

¥ Run Upgrads only f client is older than the following release ...
Tanget Motes e
version: T 10000100 4

Examples: TODDOTO0 for T0.0.7, 5000705 for Notes 5.0.1FF3; also see notes wersion _number
Target Hotfix: ™ Run Upgrade only if client release sting does not contain ...

¥ Run Upgrade only f windows build is at least ..
Tanget 05 r 14393 e
e 1
vErEan: Examples: Windows /.0= /600, 7.05F1=/601, 8.0=5200, 3.1=5600, T0.U >= 14353, 15063, 16259, 17134, ..

Alzo see ozversion build

Exclude Citrix: I[Etrt: Clierts are always excluded. I o

Figure 13: Conditions tab
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2.6. Elevation tab

Most users (>95%) do not have Windows administrator rights. To be able to install software on a
user’s computer, MarvelClient allows you to choose from the following options:

e Runvia MarvelClient = using a local or domain account with local administration rights
e Runvia MarvelClient = using the MarvelClient Upgrade Windows Service

e Deploy and configure the upgrade with MarvelClient and run via your own solution

e Static configuration and deploy and run via your own solution

The different options are described in detail in chapter 3. MarvelClient Upgrade — Advanced

= 3.2 Authentication method: Local Built-In Admin
=>» 3.3 Authentication method: Local or domain users
= 3.4 Authentication method: Windows Service

In our current scenario, we will use “Run via MarvelClient > MCUpgrade as Admin” = “using a
local built-in administrator account” (2). To ensure that the Upgrade is exclusively done with
your provided Admin user credentials, we also check both “Do not run Upgrade ...” options (3).

Please follow the steps in chapter 3. MarvelClient Upgrade — Advanced to create the needed
keyfile with administrative credentials (.mcu file) and make sure it is then attached it to the last
field on this tab (4).

Distribution | Conditions € Ewerience | (Un)install | Tracking |
Hevation

IF Run via MarvelClient —> MCUpgrade a=s Adminl e
{* Run via MarvelClient —> MCUpgrade Service

Run as: _ ~ . :
{" Deploy and configure via MarvelClient and Run via your own solution
" Static configuration and run via your own solution

ELS”‘?I%I? Local ¥ Do not run Upgrade as user even if user has admin rights

Disable Local e

¥ Do not run Upgrade if elevation fails and user has admin rights

Admin Fallback:
Launch KeyfileEditor
Encrypted
MarvelClient Editor or manually attach your existing .mecu file:
Upgrade key D
file:: e

MCUpgrade.mcu |

Figure 14: Elevation tab using local built-in administrator account
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2.7. User Experience tab

During the Upgrade process, MarvelClient Upgrade will show a Splash Screen with progress bars.
MarvelClient Upgrade Free customers can choose between 10 different designs, which can be
configured on the User Experience Tab. A custom Splash Screen can only be used by
MarvelClient Upgrade licensed customers.

For our scenario we leave the default Splash Screen #3 (2) with yellow font (3).

Distribution | Conditions | Blevation | User Experience | ]pinstall | Tracking |

Splash Screen / Progress Bar

Splash Screen: |3 ~ e

< H O
= 2 0
© O =

#dominoforever

Maotes Client Upgrade in progress - please wai

Yaiting for Upgrade to start

oecond line .
| -]

Licensed to panagenda

& ,
powered by pamnagenda

Ovemide text W Use custom text color
color:

- e
Text colar:

MOTE: Please press F9 after selecting a different color

Figure 15: User Experience tab
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2.8. (Un)Install tab

One of the most important tabs of the MarvelClient Upgrade Wizard is the (Un)Install tab, which
controls

e whether the current client will be uninstalled before the new installation gets executed,

e and the exact command lines for the full client and/or additional install packages and
their order of execution.

If you are not just installing a Fix Pack and/or other additional packages, but a full client package,
then we highly recommend uninstalling the current IBM Notes client using NICE (2). Compared
to an in-place upgrade, the success rate of installing a Notes client is much higher after
uninstalling the previous Notes client. Don’t be scared, the Data folder will not be touched when
using this option.

Distribution | Conditions | Hlevation | User Experience | (Un)install | TiJjking |

Uninstall

LUninstall any existing Motes cliert using the Motes Install Cleanup Executable (MICE) toal for Motes and ICAA:

HT[i:n;tall = ﬁ Uninstall using NICE 4p -wipe gn I e
Do not uninstall

MOTE: Uninstalling preserves the existing Notes data directory.

Figure 16: Uninstall

Based on the meta information of the selected packages on the Distribution tab, the MarvelClient
Upgrade Wizard can automatically generate the best possible command line to install your
package(s): Simply click on “Fill below fields according to Distribution tab” (Fig. 17 (1) and Fig.
18 (1)). The %MC_UPGRADEDIRECTORY% variable in the resulting command line reflects the
working folder of MarvelClient Upgrade, which defaults to “%PUBLIC%\MCUpgrade”.

Note:
Unless you choose for a static splash screen progress text, the content of the InstallText field will
be shown during the upgrade process on the Splash Screen.

Full Client Installation

Fill below fields according to Distribution tab Copy ipboard according to Distribution tab

Install Text=] Installing IEM Notes 10.0.11, e

e %MC_UPGRADEDIRECTORY%%\NOTES_V10.0.1_FOR_WIN_EM exe” -5 -a /s W"SETMULTIUSER=1 ign /lime "%:MC_UPGRADEDIRECTORY%\NOTES_V10.0.1_FOR_WIN_EM.log™ I

Figure 17: Full Client Installation command line
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Next we also click on the “Fill below fields according to Distribution tab” button (1) in the addon

installation section to fill in the InstallText and InstallExec instructions for the MUI-Pack and IBM
Swift file:

Fixpack / Holfix / Language Packis) / other Installation

ording to Distribution tab

Instal[Text=Installing IBM Notes 10.0.1 MUI Pack for G1
%MC_UPGRADEDIRECTORY%INOTES_CLIENT_10.0.1_ML_UI_WIN_GP_.exe" -¢ -a /s \"ADDLOCAL=BrazilianPortuguese, Catalan,French German lialian, Japanese Korean SimplifiedCh panish TraditionalChinese Jqn flime "%MC_UPGRADEDIRECTORY%
() | NOTES_CLIENT_10.0.1_ML_U_WIN_GP_log™
InstallText-Installing SwittFile 4.2.1
9%MC_UPGRADEDIRECTORY%ICIG83EN. exe” is A"REBOOT-REALLYSUPPRESS Jqn flime *%MC_UPGRADEDIRECTORY%ICIQ83EN.log™

Figure 18: "Fixpack / Hotfix / Language Pack(s) / other Installation" command lines 1/2

After doing so, we need to make some changes to both the InstallText and InstallExec command
line for the MUI-Pack installation, so that only French, German and Japanese are installed
instead of all languages included with the selected language pack:

InstallText9Add

%MC_UPGRADEDIRECTORY%INOTES_CLIENT_10.0.1_ML_U \_ﬂ_ﬁp_.exe' -s-a /s MADDLOCAL=French. .German.Japanaell’come "%MC_UPGRADEDIRECTORY%\NOTES_CLIENT_10.0.1_ML_UI_WIN_GP_lcg™
:InstallText=Installing SwiftFile 4.2.7 ..

%MC_UPGRADEDIRECTORY%\CIQ83EN.exe™ /s NREBOOT=REALLYSUPPRESS /qn /lime "%MC_UPGRADEDIRECTORY%\CIQ83EN.log™

Figure 19: "Fixpack / Hotfix / Language Pack(s) / other Installation" command lines 2/2

Note:

When using the word “Installing “ at the beginning of an InstallText line, it will later on be
automatically translated for progress display.
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2.9. Tracking tab

MarvelClient Upgrade is able to send so called “interim progress messages” during an upgrade,
as well as final “success” or “fail” reports at the end of an upgrade via SMTP.

The recommended target for such SMTP emails is the MarvelClient Analyze database, as it
aggregates all progress into one single document per user and upgrade package.

Note:
The MarvelClient Analyze database then needs to be a Mail-In database with an external email
address.

On the Tracking tab you can fill in the necessary SMTP configuration. Should you require SMTP
authentication, please see chapter 3. MarvelClient Upgrade — Advanced

= i. MCUpgrade.mcu
... to provide authentication credentials through the encrypted MCUpgrade keyfile (.mcu).

In our current scenario we will use the following configuration (which will of course not work in
your environment, so please use your own configuration here):

e SMTP-Server: smtp.panagenda.local
e From Name: %USERNAME% on %COMPUTERNAME%
e From and To (Email) Address: yourMCAnalyzeMaillnName@yourdomain.com
e Use SSL: Yes, SMTP Port: O
(if the port is set to O, it defaults to port 25 without SLL and 465 with SSL)

Distribution | Conditions | Hevation | User Experience | (Un)install I Trackingl o

SMTP Settings
Irsmtp_panagenda.localJI e
SMTP Server - -
DNS Mame: Example: yourserver yourdomain .com

MOTE: SMTP authentication credentials are stored in your encrypted MarvelClient Upgrade key file ( meu) - also see Hevation tab.
From Name: | %USERNAMES: on %COMPUTERNAME% 4| (E})
IrMaNeICIientUpgrade@panagenda.comJ I e

Edmre{sE:a“} Example: MarvelClient Upgrade @yourdomain.com
MOTE: Don't forget to create a mail-n database document that delivers the tracking emails into, for example, the MarvelClient Analyze database.
To (Email) Ir MarvelClientUpgrade@panagenda. c:umJI a

Address: Example: MarvelClient pgrade @yourdomain .com

Use SSL: ¥ usessL | B
r
e 22 |6

If set to 0, defaults to port 25 without SLL and 465 with S5L.

Figure 20: Tracking tab (SMTP configuration)
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2.10. Prepare or Publish Upgrade

The almost very last thing we need to do now is to publish our “Upgrade Configuration”.

IMPORTANT: Before doing so, you may want to further restrict your upgrade to a test user or
group. To do so, please click on the “Who” tab at the very top of your Upgrade Configuration
document, select “ONLY FOR” and enter the respective user and/or group name(s) into the
direct input field.

We recommend that you also check the EXCLUDE option (you do not have to enter any users or
groups into the direct input field in the EXCLUDE section) to make sure that all users with role
[Admin] in the MC Configuration database are excluded, too.

The “Prepare or Publish Upgrade” button will first prepare all necessary components in
%PUBLIC%\MCUpgrade\stage. Upon completion of preparation, it will ask you whether you want
to publish the upgrade into MarvelClient Action that will take care of the rest :)

Customers who want to use MarvelClient Upgrade with their very own software deployment
solution can simply choose not to publish and use the preparation results from the folder
%PUBLIC%\MCUpgrade\stage.

In our scenario, we choose yes for publishing, which then creates all needed MarvelClient
Actions automatically, so that all corresponding Notes client are automatically upgraded to
Notes 10.0.1.

Note:
Once again, please make sure to configure your test scope and respective target users on the
“When” and the “Who” tab before going for “all users at once”:

On the “When” tab you can manage additional conditions for the resulting upgrade actions.

On the “Who” tab, you can specify who will execute (ONLY FOR) or not execute (EXCLUDE) the
client upgrade.

If you do not configure any of the above tabs, then ALL USERS will get the client upgrade.

More information about the When and Who tab can be found here:
https://www.panagenda.com/kbase/display/mc/The+What%2C+When%2C+Who+and+Admin+
Tabs
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What When Who Admin

Title:

; mcupgrade confi
"MCUpgrade - IBM Notes 10.0.1 + MUI-Pack (French. German. Japanese) + Swift File Pg g

Licensed (MarvelClient Upgrade)

MarvelClient Upgrade Configuration

Thiz document allows you to configure of Notes client Upgrades and Updates.

MarvelClient Upgrade Configuration

The package name is used to uniquely identify each upgrade corfiguration in automatically created Actions upon publishing and for tracking via the
~ MarvelClient Analyze database. Once published, the package name must not be changed anymore. Flease keep the package name short and simple. &.a.
Package name: "Notes 10.0.1", "Notes 10.0.1 FP1 full”, "Notes 10.0.1 FP1 only" and similar.

"Notes 10.0.1 - full upgradel,

-UFYDB‘:I ; & Full client + optionally Fixpack / Hotfix / other
Ugﬂ:; " Fixpack / Hotfix / other only

¢ Fast Track/Super easy

Wizard mode:
zard moas " Give me all the options

Click on the following button when you are done with reviewing / filling in the below table:

Prepare or Publish Upgrade

Figure 21: Prepare or Publish Upgrade 1/3

Publish Upgrade by

The actions are categorized as follows:

0 You are creating / updating the MarvelClient Upgrade actions.
== MCUpgrade\Motes_10.0.1_FP1_MEW < <

Should the actions be enabled?

e I Yes I | Mo | | Cancel

Figure 22: Prepare or Publish Upgrade 2/3

Publish Upgrade et

Publish Upgrade FIMISHED: 7 Action(s) created /1 Action(s)
updated / 7 Action(s) enabled!

Figure 23: Prepare or Publish Upgrade 3/3
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The resulting Actions (5) will be shown in the Rich Client Essentials / All Actions (4) views:

~N @ oObectsv Filesv Ecipser CloudOnboarding~  Seffings~  Advanced~  EnDisable  Categorize

#) Actve| | 01 Prioity [Type #|Who When Lastmodified UTC+SEQ v [Conditions #  [Title
6 & EAuditMonitoring
i1 11 [EMCUpgrade

o T % E Notes 10.0.1 - full upgrade

Al Actions. <& 875 @ © 20190312T22460570004 MCUparade - IBM Notes 10.0.1 + MUI-Pack (French, German, Japanese) + Switt File:

by Access Definition > & g5 & 20190312T22455020004 MCUpgrade - IBM Notes 10.0.1 + MUI-Pack (French, German, Japanese) + Swift File: FileDeploy MCUpgrade zip

by Condtion e & 875 201903127 22455520004 MCUparade - 1BM Notes 10.0.1 + MUIPack (French. German, Japanese) + Swift File: IBM Notes 10.0.1

by Type & 875
&
<

¢ & e e @
o 8@ e

201903127 22460870004 MCUpgrade - IBM Notes 10.0.1 + MUI-Pack (French, German, Japanese) + Swift File: IBM Notes 10.0.1 MUI Pack for G1
by AT, Prio, Tile 2100000000 g2 20190312T22460570004 MCUparade - IBM Notes 10.0.1 + MUIPack (French, German, Japanese) + Switt File: IN| Mat MCUparade
by RT. Prio. Title 2100000000 g 20190312T22461020004 MCUpgrade - [BM Notes 10.0.1 + MUI-Pack (French. German. Japanese) + Swift File: RunProgram MCUpgrade.exe.
- > Examples 5 5 E Notes 10.0.1 with Service

. Onetime Actions ¢ 0 @Roaming
- Pemanent / Often a7
i Reattime
- Icons & BMs by Tanget

Figure 24: MarvelClient Upgrade Actions

If you decide to later on make changes to your “Upgrade Configuration” and then click on
“Publish” again, all changes will be applied to your previously published upgrade Actions
automatically.
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3. MarvelClient Upgrade - Advanced

Normal end users usually do not have enough permissions to install software on their
computers. With MarvelClient Upgrade you have multiple options to solve this challenge:

You can use the following options to provide MarvelClient Upgrade with increased rights:

1. Switch to the Local Built-In Administrator
2. Switch to a domain administrator or a domain-wide installation user

3. Use the MarvelClient Upgrade Service

If needed, you can also provide MarvelClient Upgrade with SMTP authentication credentials for
sending upgrade intermediate and final status messages and reports.

The following pages describe the components of MarvelClient Upgrade needed for implementing
one or multiple of the above options.

System requirements: .NET 3.5 or .NET 4.x.
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3.1. Components

The following tools and components are used to provide elevated user rights:

e MCUpgrade.mcu —the encrypted MarvelClient Upgrade keyfile
e Service/Whitelisting only: MCKeyfileEditor.exe

e Service/Whitelisting only: Whitelisting Editor

e Service/Whitelisting only: MCUpgrade.ini

Not all components are used equally in every authorization method. However, this section is
intended to give you an overview of all the components.

i. MCUpgrade.mcu

The "MCUpgrade.mcu" is a key/password store. It is created using MCKeyfileEditor, required for
each of the above authentication methods, and is included in a prepared/published upgrade.
When using the MCUpgrade Service, no credentials are stored in the keyfile, except for SMTP.

i. MCKeyfileEditor.exe

With the help of "MCKeyfileEditor" you generate the above mentioned "MCUpgrade.mcu". You
can also use this tool to edit and complete an existing "mcu" file, if necessary. In addition, you
can also use MCKeyfileEditor to access the "Whitelisting Editor" which is required for using the
Upgrade service.

# panagenda MarvelClient Upgrade - KeyfileEditor — >
File Tools Help

Authertication  Valid untl  Whitelisting

[] Do nat run as Admin if RunfsService fails jmplicitly enables RunAsService)

0 Usemame(z) 0 Password(s) Hide 1 Domainiz)
@ComputerMName

SMTP Usemame
| |

SMTP Pazsword

Figure 25: The MCKeyfileEditor
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iii. Whitelisting Editor

The "Whitelisting Editor" can be accessed from within "MCKeyfileEditor" and is used in
combination with the MCUpgrade Service.

It is used to ensure that your upgrade package cannot be exploited, by hashing all zip files and
executables, and signing (un)install and other instructions with your very own public and private
keypair.

# panagenda MarvelClient Upgrade - Whitelist Editor - x

Load MCUpgradeini Reset Whidlist Save MCUpgradeini
I I
Hane Filer

ini Value
“HIC_UPGRADEDIRECTORYX\NCUpgrade\nice. exe” TP -wipe -an

] Override Fiename for Adin/Corfig {checksum computaton] ) (] Overide Fiename for User fwhitcist checking)

Add addtional fiename(s) for Adiminy/Corfig (checksum computation) Add additional Flename(s) for User (whitelst checking)

Figure 26: The Whitelisting Editor
To a large extent, the whitelisting process is automated when preparing/publishing your
upgrade. It is further detailed out in chapter 3.b.iii on page 26.
iv. MCUpgrade.ini

"MCUpgrade.ini" contains your upgrade configuration and controls the "MarvelClient Upgrade"
process. Itis generated and completed using the information you entered in the MavelClient
Config database. Each upgrade package includes its own "MCUpgrade.ini".

v. MarvelClient Upgrade Build Directory
The MarvelClient Upgrade Build Directory can be found in the following path:

- %public%\MCUpgrade\build
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3.2. Authentication method: Local Built-In Admin

If you use the same password for the Windows Local Built-In Admin across all your clients, this
authentication method is an easy way to provide increased rights to MarvelClient Upgrade. Also,
the User Account Control (UAC) rules do not apply to this account, which simplifies further
configuration.

Note:
Because of Windows UAC it is important to not use a local user with administrator rights here,

but the so called local built-in admin account. Otherwise you must follow instructions in chapter
3.3.

Mame Full Name Description

@Admini strator Built-in account for administering the computer/domain
@Defaultﬁ\ccount A user account managed by the systern.

EJ Guest Built-in account for guest access to the computer/domain

Figure 27: The Local Built-In Admin Account

1. Launch MCKeyfileEditor via the "Elevation" tab in your MarvelClient upgrade configuration
document ...

Distribution | Conditions | Blevation | User Experience | (Un)install | Tracking
Hevation

& Run via MarvelClient —> MCUpgrade as Admin
" Run via MarvelClient —> MCUpgrade Service

Run as:
" Deploy and configure via MarvelClient and Run via your own solution
" Static configuration and run via your own solution

R‘;;it:_!,e Local ¥ Do not run Upgrade as user even if user has admin rights

E‘;;:EFI‘;F::L(: ¥ Do not run Upgrade if elevation fails and user has admin rights

Encrypted Launch KeyfileEditor h

MarvelClient

éfg_gfﬁde key Please launch the Keyfile Editor or manually attach your existing .mcu file:

: g

o

Figure 28: Launching MCKeyfileEditor

... and enter the account name and corresponding password on the following screen:
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% panagenda MarvelClient Upgrade - KeyfileEditor — X
File Teols Help
Authertication  Valid urtl  Whitelisting

[ Do not run as Admin i RunAsService fails mplicitly enables RunAsService)

0 Usemameiz) 0 Passwordiz) Hide 1 Domainiz)
@ComputerName
% panagenda MarvelClient Upgrade - KeyfileEditor — X

File Tools Help
Authertication  Valid until ~ Whitelisting

[ Do not run as Admin if RunfsService fails implicitly enables RunfsService)

SMTP Usemame 1 Usemame(s) 1 Password(s) Hide 1 Domains)
Administrator . pasaword| @ComputerMame

SMTP Password

SMTP Usemame
| |

SMTP Password

Figure 29: KeyfileEditor Admin Credential Input

For all locally used admin accounts, leave the entry "@ComputerName" under
"Domain(s)" unchanged.

2. Save the "MCUpgrade.mcu" file as follows:

# panagenda MarvelClient Upgrade - KeyfileEditor - hd
File = Tools Help

Open... Whitelisti
Lt ice fails implicitly enables RunAsService)

- Save as...
- 1 Password(s) Hide 1 Domain(s)
Exit password)| @ComputerMame
W Access Key >

Please specify a new password for future
editing of the MarvelClient Upgrade Keyfile:

“# Access Key *
SMT

[ [t | please re-enter passwora:
s [oc ]

| JPE— |

[oc | | concel |

Figure 30: Saving your MCUpgrade.mcu file 1/2

April 4, 2019 www.panagenda.com




o

pan
Note:

The password entered during this step is used to protect the MCUpgrade.mcu file from
unauthorized viewing or editing.

Next, store your MCUpgrade.mcu (keyfile) in the MarvelClient Upgrade Build Directory:

# Save MarvelClient Upgrade Keyfile X
4 ||« Local Disk (C) » Users » Public » MCUpgrade > build v @ | Search build »
Organize *  New folder B @

Name Date modified Type Size

Mo items match your search.

File name: | L{e¥selcT:

Save as type: | MarvelClient Upgrade (*.mcu) v

~ Hide Folders [ sve ]| conca

Figure 31: Saving your MCUpgrade.mcu file 2/2

After saving your MCUpgrade.mcu file and closing MCKeyfileEditor, your .mcu file will be
attached to your upgrade configuration automatically:

Distribution | Conditions | Hlevation | User Experience | (Un)install | Tracking |
Hevation

" Run via MarvelClient —> MCUpgrade as Admin

{* Run via MarvelClient —> MCUpgrade Service

" Deploy and configure via MarvelClient and Run via your own =solution
o

Run as:
Static configuration and run via your own solution
Save Service Install Fles
Service only? ¥ lze service exclusively = do not fallback to Administrator elevation

Disable Local ¥ Do not run Upgrade as user even if user has admin rights

Admin:
EE;:::.:EF:E:;{: V¥ Do not run Upgrade if elevation fails and user has admin rights
Launch KeyfileEditar
Encrypted
H;;:EIE;“Y Jlflease launch the Keyfile Editor or manually attach bath your existing public key and mcu file:

file: D
- MCUpgrade.mcu 4

Figure 32: Attaching your MCUpgrade.mcu file to your upgrade configuration
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3.3. Authentication method: Local or domain users

Of course, you can also use a user with elevated privileges from a domain for your installation.
Usually the domain administrator or an "Install-User" provided especially for this purpose is
used here.

Follow the exact same steps as described in 3.2., but enter the user to be used, the password
and your domain in the appropriate fields:

# panagenda MarvelClient Upgrade - KeyfileEditor - *
File Teels Help

Authentication  Valid until  Whitelisting

[] Do not run as Admin if RunAsService fails mplicily enables RunAsService)

0 Usemame(s) 0 Passwordig) Hide 1 Damainiz)
@ComputerMame
# panagenda MarvelClient Upgrade - KeyfileEditor — *

File Tools Help
Authentication  Valid until  Whitelisting
[] Do nat run as Admin f RunAsService fails jmplictly enables RunAsService)

1 Usemames) 1 Password(s) Hide 1 Domain(s)
SMTP Usemame Install-User [4][InstallPassword [A]|mydomain Jocal

SMTP Password

SMTP Usemame
| |

SMTF Password

Figure 33: Providing Local or Domain user credentials
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i. Use of multiple local users

It is also possible to store multiple local users in your "MCUpgrade.mcu" file. This may be
necessary, for example, if local accounts with different names and passwords have been created

across different locations. To do this, enter the user names and corresponding passwords one
after the other in the "MCKeyfileEditor".

# panagenda MarvelClient Upgrade - KeyfileEditor
File Tools Help

Authentication  Valid until  Whitelisting

[ Do net run as Admin if RunAsService fails (mplicitly enables RunAsService)

4 Usemame(s) 4 Password(s) Hide 1 Domain(s)
Benutzerl passwort 1 @ComputerName
Benutzer? passwort2

Benutzerd passwort3d

Benutzerd passwortd

SMTP Usemame
SMTP Password

Figure 34: Using multiple usernames and passwords in MCKeyfileEditor

It is also possible to store several passwords for the same user.:

% panagenda MarvelClient Upgrade - KeyfileEditor
File Tools Help

Authertication  Valid untl ~ Whitelisting

[ Do not run as Admin if RunAsService fails (mplicitly enables RunAsService)

4 Usemame(s) 4 Password(s) Hide 1 Domaini(s)
Lserl password1 @ComputerName
Lzerl password2

Lserl password3

Lzerl passwordd

SMTP Usemame

SMTP Password

Figure 35: Using multiple passwords with the same user in MCKeyfileEditor
Note:

You may also use logon permutation, meaning an unequal number of user names and passwords

— this will result in all usernames being tried in combination with all passwords. In line with this,
please make sure to also read the following IMPORTANT notice.
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IMPORTANT:
Please ensure that the number of maximum possible logon attempts does not lead to the used
user account being blocked.

When using a local Administrator account, the maximum number of failed attempts counts as
per workstation/operating system user.

When using a domain Admin account, the number of failed logon attempts add up across all
workstations/operating system users!
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ii. Configuration of Windows User Account Control (UAC)

As soon as a user account is used which is not the so-called "local built-in administrator"
account, the mechanisms of the User Account Control (UAC) in Windows apply.

By default, an elevation request (=requiring increased rights) results in a popup window for your
end users. This window asks your end users to confirm and acknowledge that a different user
context will be used from this point on, even if with MarvelClient Upgrade end users are no
longer asked for an administrative password.

For a variety of reasons, this behavior is hardly practicable. On the one hand, the user may not be
able to perform the confirmation (when being absent, for example), and on the other hand, there
it is quite likely that the user will not perform the confirmation and hence the upgrade would
terminate.

To solve the situation, the user account control (UAC) needs to be adjusted as follows via
Windows Group Policy Object (GPO): In the Local Security Guideline, set the value of ...

| 1| User Account Control: Behavior of the elevation prompt for administrators in Admin Approval Mode
Figure 36: UAC Admin Approval Mode

User Account Control: Behavior of the elevation prompt f... ? >

Local Security Setting  Explain

... from “Prompt for consent” ...

Fl‘gure 38 UAC PrOmpthr consent j User Account Control: Behavior of the elevation prompt for

administrators in Admin Approval Mode

to: , Elevate without prompting®:

| Prompt for consent ~ |

Figure 37: Admin Approval Prompt for consent

April 4, 2019

Zh Local Security Policy - m] X
File Action View Help
=% AR XEE HE
Ty Security Settings Policy - Security Setting "
v G AFcount Policies 12 Network security: Restrict NTLM: Add remote server exceptions for NTLM authentication Mot Defined
’ -13 Password Policy 12 Network security: Restrict NTLM: Add server exceptions in this domain Mot Defined
z -Ta Alcpm‘urft Lockout Policy l£) Network security: Restrict NTLM: Audit Incoming NTLM Traffic Mot Defined
M -:)3 ;;c;ud:‘t‘;l:lfcy 24 Network security: Restrict NTLM: Audit NTLM authentication in this domain Mot Defined
5 [ User Rights Assignment |24 Network security: Restrict NTLM: Inceming NTLM traffic Mot Defined
[ Security Optians |4 Network security: Restrict NTLM: NTLM authentication in this domain Mot Defined
» [ Windows Defender Firewmm 4 Netwarik security: Restrict NTLM: Outgaing NTLM traffic to remote servers Mot Defined
] Network List Manager Policies 4] Recovery console: Allow automatic administrative logen Mot Defined
5[] Public Key Policies [ Recovery console: Allow floppy copy and access to all drives and all folders Mot Defined
5 [ Software Restriction Policies [ Shutdown: Allow system to be shut down without having to log on Enabled
> (| Application Control Policies 1] Shutdown: Clear virtual memory pagefile Disabled
> g IP Security Policies on Local Compute|| 2] System cryptography: Force strong key protection for user keys stored on the computer Mot Defined
> [ Advanced Audit Policy Configuration|| || System cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing Disabled
1] System ohjects: Require case insensitivity for non-Windows subsystems Enabled
1] System objects: Strengthen default permissions of internal system objects (e.g. Symbolic Links) Enabled
£y System settings: Optional subsystems
£y System settings: Use Certificate Rules on Windows Executables for Software Restriction Policies Disabled
[£s) User Account Control: Admin Approval Mode for the Built-in Administrator account Disabled
[£) User Account Control: Allow UlAccess applications to prompt for elevation without using the secure desktop Disabled
i User Account Control: Behavior of the elevation prompt for administrators in Admin Approval Mede Elevate without prompting
|2 User Account Control: Behavior of the elevation prompt for standard users Prompt for credentials
|24 User Account Control: Detect application installations and prompt for elevation Enabled

Figure 39: Local Security Policy
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Alternatively, you can set the following registry values for your users:

The registry keys are found in HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System. For

information about each of the registry keys, see the associated Group Policy description.

Mame Type Data
ab] (Default) REG_SZ fvalue not set)
fg'gﬂ ConsentPromptBehaviorAdmin REG_DWORD (x00000000 (0)

Figure 40: ConsentPromptBehavior Registry setting

The possible settings for this key are as follows:

ConsentPromptBehaviorAdmin User Account Control: Behavior of the elevation prompt for 0 = Elevate without prompting
administrators in Admin Approval Mode 1 = Prompt for credentials on the

secure desktop
2 = Prompt for consent on the
secure desktop
3 = Prompt for credentials
4 = Prompt for consent
5 (Default) = Prompt for consent for
non-Windows binaries

We would like to emphasize that the above does not deactivate User Account Control, but only
suppresses the display of elevation prompts for when authenticating using a local Admin
account. All other functions of the User Account Control remain active.

3.4. Authentication method: Windows Service
Another possibility is the use of a Windows service provided by panagenda. This involves the

creation of a private and public key pair for use of the so called "Whitelisting" functionality.

Basically, the preparation consists of three parts:

1. One-time deployment of the Windows service on the workstations of your users
2. One-time creation of a key pair
3. Whitelisting of each upgrade

Whitelisting ensures that the service cannot be mis-used and only instructions and software
components that you have defined are executed.

The deployment of the Windows service is described in more detail in section 4. How to setup
the panagenda install service.
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i.  Whitelisting explained

The whitelisting function is used to ensure that only files and instructions are executed as
desired by you. A checksum is generated for both all relevant instructions, as well as all files that
are to be unzipped or executed. The components of your upgrade package can therefore not be
subsequently changed / manipulated.

Any relevant lines in "MCUpgrade.ini" or files which are part of your upgrade configuration, that
are changed after whitelisting, will not be executed anymore.

This ensures that the Windows service cannot be mis-used and your upgrade package is tamper
proof.

il.  Preparatory activities

No login information is required in the "MCUpgrade.mcu" file when using the MarvelClient
Upgrade service. (SMTP authentication credentials may be an exception to this, as well as when
using fallback authentication to administrator accounts)

In the configuration document under the tab "Elevation", select the method "MCUpgrade
Service" (1) and afterwards click on "Launch MCKeyfileEditor" (2).

Distribution | Conditions | BHevation I User Experience | (Un)Install | Tracking |

Hevation

" Run via MarvelClient —= MCUpgrade a=s Admin

IF Run via MarvelClient — MCUpgrade Service I o
Run as- " Deploy and configure via MarvelClient and Run via your own =solution
- " Static configuration and run via your own solution
Save Service Install Files
Service only? ¥ Use service exclusively = do not fallback to Administrator elevation
E‘;ﬂ‘ﬂ? Local ¥ Do not run Upgrade as user even if user has admin rights
E;i:ﬂ%:ﬁ;:&{ ¥ Do not run Upgrade if elevation failz and user has admin rights
Encrypted Launch Keyfile Editor e
MarvelClient
Hpgrﬂde key Please launch the KeyfileEditor or manually attach both your existing public key and .meu file:
ile: r
d

Figure 41: Launching the MCKeyfileEditor to create your keypair
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In "MCKeyfileEditor" under "Tools" select the menu item "Create keypair":

# panagenda MarvelClient Upgrade - KeyfileEditor
File | Tools Help

Auth Change password... | ’
[l ({implicitly enables RunAsService)

0 Uzemamels) 0 Password(s) Hide 1 Domain(s)
@ComputerMame

SMTF Usemame
SMTF Password

Figure 42: Create keypair menu option in KeyfileEditor

Next, your very own key pair consisting of a "private" and a "public" key is created.

Generating keypair, please wait ... |

Note:

Your keypair is created in the "MarvelClient Upgrade Build Directory" =
%PUBLIC%\MCUpgrade\build

D MCUpgrade_PrivateKey_STORE_SAFELY_DO_MOT_SHARE.sig
D MCUpgrade_PublicKey.sig

Figure 43: Your keypair filenames

Confirm the message upon completion of the key generation:

4% panagenda MarvelClient Upgrade - KeyfileEditor - >
File Tools Help

Authentication  Valid until  Whitelisting

[] Do not run as Admin i RunAsService fails (mplictly enables RunfsServics)
0 Usemame(s) 0 Password(s) Hide 1 Domainis)

~
Success! x

Successfully created
[ChUsers\PublicMCUpgrade\build\MCUpgrade_PrivateKey ST
ORE_SAFELY_DO_NOT_SHARE.sig] and
[ChUsers\PublicMCUpgrade\build\MCUpgrade_PublicKey.sig]

ST —
[ I
SMTP Password

Figure 44: Message at end of keypair generation
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Next, select "Do not run as Admin..." on the Authentication tab:

4% panagenda MarvelClient Upgrade - KeyfileEditor - X
File Tools Help

Authentication  Valid unti  Whitelisting
[+ De not run as Admin if RunAsService fails mplicitly enables RunAsService)
0 Usemame(s) 0 Password(s) Hide 1 Domainis)

|@ComputerName

MNote X

Whitelisting is mandatory when using RunAsService and is
therefore implicitly enabled on the Whitelisting tab.

—
SMTP
| |

SMTP Password

A message is displayed, stating that whitelisting is now implicitly enabled.

Also, the input fields for entering usernames and passwords are now deactivated, because no
login data is required when using the Windows service.

% panagenda MarvelClient Upgrade - KeyfileEditor - X
File Tools Help

Authentication  Valid untl  Whitelisting

[ Do not run as Admin if RunAsService fails (mplictly enables RunAsService)

0 Usemame(s) 0 Password(s) Hide 0 Domainls)

@ComputerMame

SMTP Usemame
| \

SMTP Pagsword

Figure 45: Exclusively using the Windows service

Note:

If necessary, you can also combine usage of the MCUpgrade service with fallback to “logon as
local built-in Administrator and/or local/Domain Admin”. In that case, do not check the box “Do
not run as Admin...”, but enter one or multiple user names and passwords for authentication.

This feature may be useful in environments were the service cannot be brought out on all
machines.
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Next, save the "MCUpgrade.mcu" file.

Note:
You may receive a warning message that “Whitelisting has been enabled but
no whitelisting has taken place yet”, which you can safely ignore for now:

Warning X

| There is currently no whitelist configured, although
/& whitelisting is enabled.

Figure 46: Missing Whitelist warning

Confirm this message to proceed with saving your MCUpgrade.mcu file:

# panagenda MarvelClient Upgrade - KeyfileEditor - >
File Tools Help
Open... Whitelisting

B ails (mplicitly enables RunAsService)

_ 0 Password(s) Hide 0 Domains)

= @ComputerName
“# Access Key x
Please spedfy a new s for fiuhire
editing of the MarvelClien g 4 oo Key %

Please re-enter password:

|

SMTP Password | |

SMTP Ug

Figure 47: Securing your MCUpgrade.mcu keyfile with a password

# Save MarvelClient Upgrade Keyfile X
A ] « Local Disk (C » Users > Public > MCUpgrade > build v | © | Search build £
Organize » New folder Bz -
Name - Date modified Type Size

No items match your search.

Save as type: | MarvelClient Upgrade (*.mcu) vl

« HideFoldas o

Figure 48: Saving your MCUpgrade.mcu keyfile
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Now close "MCKeyfileEditor". You will notice that both the "MCUpgrade.mcu" and
"MCUpgrade_PublicKey.sig" file are attached to your upgrade configuration document:

Distribution | Conditions | Hlevation | User Experience | (Unlinstall | Tracking |
Hevation

" Run via MarvelClient —> MCUpgrade as Admin

' Run via MarvelClient —> MCUpgrade Service

" Deploy and configure via MarvelClient and Run via your own solution

" Static configuration and run via your own solution

Run as

Service only? ¥ Use senice exclusively = do not fallback to Administrator elevation

R‘;‘jme Local W Da not run Upgrade as user aven if user has admin rights

Disable Local . . . -
Admin Falback: ¥ Do not run Upgrade if elevation faile and user has admin rights

Launch KeyfileEditor

Encrypted
m:;:dgeli':y glease launch the KeyfileEditor or manually attach both your existing public key and .meu file:

= R el
- MCUpgrade.mcu - MCUpagrade_PublicKey.sig 4 —

Figure 49: MCUpgrade.mcu and MCUpgrade_PublicKey.sig attachments

iii. Performing Whitelisting

As soon as you have completed your upgrade configuration in the MarvelClient configuration
database and prepare/publish the package ...

Click on the following button when you are done with reviewing £ filling in the below table:

Prepare or Publish Upgrade

... the "Whitelisting Editor" opens (only when configuring your upgrade to use the service):

“# panagenda MarvelClient Upgrade - Whitelist Editor - X

i ][ e

name value Filename

Ll 102 ]| uninstallexecoen | "ic_upcRADEDIRECTORVX\MCUpgrade\nice. axe” [ | | [ upcraEpIRECTORYE\MCUPErad. . .
@@ @ 1nstallexeceer "%C_UPGRADEDIRECTORYX\NOTES_V18.8.1_FOR_WIN_EN.exe” -5 -a /5 /v"SETMULTIUSER=1 ... %MC_UPGRADEDTRECTORYE\NOTES_V1...
@Y @ 1nstallexecosz S2C_| TORVX\CIQBIEN.exe” -5 /s /v"REBOOT=RELLYSUPRESS /qn /lime! "%MC... 34IC_UPGRADEDIRECTORY\CIQE3EN exe
ini Value

“HC_UPGRADEDIRECTORY\NCUpgrade\nice. exe” -rp -wipe -gn

[] Ovemde Fiename for Admin/Contfig {checksum computatior) [] Overmide Filename for User {whielist checking)

Add addtional filename(s) for Admin/Config (checksum computation) Add additional Filename(s) for User (whitelist checking)

Figure 50: The Whitelisting Editor
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Any zip/7z files, installers and executables that the Whitelisting Editor cannot find for
Whitelisting are displayed with a red shield in the very first column:

¥ panagenda MarvelClient Upgrade - Whitelist Editor

| LosdMCUpgredeini | | Reset Whielit

Name value
@ @ uninstallexeceel "EMC_UPGRADEDIRECTORVE\MCUpgrade\nice.exe®
@ © 1nstallexecesl  “H4C_UPGRADEDIRECTORYH\NOTES_V1e.8.1 FOR_¥
@ @ 1nstallexecees  "EMC_UPGRADEDIRECTORVE\CIQEIEM.exe” —s /s

Lx 2]

Figure 51: Cannot find source file in Whitelisting Editor

Wrong paths can be corrected for both Whitelisting and later execution on end user workstations
using the “Override ...” fields at the bottom of the window:

# panagenda MarvelClient Upgrade - Whitelist Editor - X

| Load MCUpgradeini | | Reset Whtelst Save MCUpgrade.ni

99 A
QY G trstalleneceer . UPGRADEDIRECTORVENIOTES V1
99

@ InstallExecopz  "HIC_UPGRADEDIRECTORYR\CIQS3EN.

_URGRADEDTRECTORYH\NOTES VL. ..
51C_UPGRADEDIRECTORYX\CIQE3EN.

# panagenda MarvelClient Upgrade - Whitelist Editor - X
| LoadMClpgradeini | | ResetWhickst | Save NCUpgradeini
nane value Filenane

QO © Uninstallexecost “MiC_UPSHDEDIRECTONRVKUpEradernice exe® -rp -wipe -qn ® SC_UPGRADEDTRECTORYS\CUpgrad. .
OO 0 IS ErT—————" FORMTILEN x5 3 /5 Ju"SETMULTIUSER1 or L g | | beore :

, z 5
© © Irstollexccoe2 I URGRADEDTRECTORVACIQSSEN. exc” -5 /s /v RESCOT-RELLVSUPRESS fan /line! "Ric...

30IC_UPGRADEDIRECTORYX\CIQE3EN, exe:

# panagenda MarvelClient Upgrade - Whitelist Editor - X
| LoadMClporadeini || ResetWhieist | Save NCUpgrade ni

ini Value

“RAC_UPGRADEDIRECTORYE\ACUPErade\ni e .exe” —rp wipe —qn nane. value Filenane
QO © uninstallixecol “HIC_UPGUADEDIRECTORYI\CUpgradelnice. exe” -rp —wipe -an C_UPGRADEDIRECTORY\WCUpErad,
Q@ ) 1nstallexecosl  "HC_UPGRADEDIRECTORVX\NOTES_VIS.8.1 FOR_WIN_EN.exe” -S -a /s /v"SETMULTIUSE . C_UPGRADEDIRECTORYE\NOTES_V1
000l : etrect T RELLYSUrREsS ran d1ine:

Override Flename for Adnin/Canfig checksum computatir)
CaMCinstalervice exe
Add addifonal flename(s) for Adrin/Corfig (checksum computation) i

L ES_V10.0.1_FOR MIN_EN.exe”
/N"SETMULTIUSER=1 /qn /lime “%PUBLICK\MCUpgrade\msiins|

) Overide Flename for Admin/Confg (checksum computation)
[exwer V10.0.1_FOR_WIN_EN exe

filename(s)for sum computation) | N Valus
4C_UPGRADEDIRECTORYX\CIQS3EN. exe" s /5 /\"REBOOT=RELLYSUPRESS /qn /lime!
“XIC_UPGRADEDTRECTORYX\sw1ftFile_msi.log""

[ Ovenide Fiename for Admin/Config (chesksum computation) []Ovenide Fiename for User fwhiclst checking)
[CAWCInstalen\CIQ83EN exe: ]
Add addiionsl lename(s)for Adrin/Corfig (checksum compuiation) Add additional Fiename{s)for User fwhiclst checking)

Figure 52: Overriding source files in Whitelisting Editor
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After checking all file paths and instructions save your MCUpgrade.ini file:

[Z1Overnde Flanasma for AdrinConfi hecksum computation) [ Oversd Fiomame for User tutelat checking)
]

[C\MChstaterricn exe

| |

Figure 53: Saving MCUpgrade.ini Whitelist

A addtons Flenameis for User el checkrg)

Upon saving the whitelist (1), ALL (Admin) CONFIG filepaths must be valid (2) at that exact
moment in time. Invalid file paths from a USER perspective (3) can be ignored when
preparing/publishing your upgrade.

Saving the MCUpgrade.ini will hash all zip/7z files, installers, executables and sign a variety of
MCUpgrade.ini entries, to ensure that they cannot be tampered with on end user workstations.

Afterwards you can close the Whitelist Editor.

The preparatory activities have thus been completed. Your package can now be distributed and
executed on all workstations on which the panagenda Windows service is installed.

iv. Whitelisting Verification (optional)

If you want to check whether whitelisting was successful you can open the "MCUpgrade.ini" file
in the MarvelClient Upgrade Build Directory (% public%\MCUpgrade\build\MCUpgrade.ini) with a
text editor. After successful Whitelisting, you will find a "Whitelisting" section (depending on your
configuration also a “MCKeyfileEditor” section) at the end of the file:

April 4, 2019 www.panagenda.com




o

pan

[Whitelisting]
UninstallExec@@1Check=%MC_UPGRADEDIRECTORY#\MCUpgrade\nice. exe
UninstallExec@@1IniChecksum=Vk+gfB35+CBIXS/nbPZqldatziVsnTSwldhES yBBKeZb1Ho51VSL gowFSHLXEPcavDPPUKZNFO9t2/ ZZ tMlviSxgFl4+8sQ7eh+FALttLIgsepUzUzU2vZobmF NXkPbSZdHMUGANRGRAGxep I 75V -
UninstallExec@O1FileChecksum=24B9BA95F 8546E6049303F 74DFCERFC2538CEB7FO2CBFA1ARB3819A1F6ACIBDE

InstallExecB@1Check=%MC_UPGRADEDIRECTORYX\NOTES_V16.8.1_FOR_WIN_EN.exe

InstallExec@@1IniChecksum=t8mICDms/D+mF5IAsGIY uC/L5rYZUSZ+u+SFENK+IKADTKEFHOTpAMXCd6GKLSBICGrA30k05+9/orcHlrizbiwlhb+/fkddjsaVedoPsluAsvOghShBaRY ixrBxQC2pde61h2pROLR /askECSol oS
InstallExec@@1FileChecksum=55E0CFEASFC1ATASSBAF948214ACO9B29EA9BA29EF FC72144AFBISDB59950546

InstallExecB@2Check=2MC_UPGRADEDIRECTORY%\CIQ83EN. exe

InstallExecP@2IniChecksum=udtn63/ tnMeqimFSILrL15CZ1X0GB/5L5xL TmV6Hpetshel/ /vy YTHRT7vqpxppHyGA7 cEOB1AGRVI tzfaoy Finrlel+/sbSqHPGF11Ir] tgTn2zy c6YPumluRIBO/06DOEN 7ZqmicpdnXnTnSaq /-
InstallExec@@2FileChecksum=F5942295E8E 3C599A3EA7D337911E 7EB7DEG3I2C358439046439BC 38421 7DDF92

Signature=Y8undyFihi5+ZdGET248410tor iHays 3L XpaS6MgqOHBFR14UW/KTRK 1Hr1cXat 559191 sHPEshABhYOBVY 26K 1BqvL B13Hi TRKsnBS1asHA33Vh+c6 30WI55PQca8Hh 393 T e riit 70 Twn T 2WzYOGRUYADS S 2 TS+ 7
[MCKeyfileEditor]

UninstallExec@01=C: \MCInstaller\nice. exe

TnstallExecB01=C: \MCInstaller\NOTES V18.0.1 FOR_WIN_EN.exe

InstallExecB@2=C: \MCInstaller\CIQB3EN. exe

Figure 54: Whitelisting and MCKeyfileEditor sections in MCUpgrade.ini

3.5. SMTP Server Authentication

As you can see from the options on the Tracking tab in your upgrade configuration document,
you can track your upgrade via SMTP emails.

If your Domino/mail server requires authentication for sending emails, you can add the
corresponding authentication details to your MCUpgrade.mcu file:

% panagenda MarvelClient Upgrade - KeyfileEditor - *
File Tools Help

Authertication  Valid untl  Whitelisting

[] Do net run as Admin if RunAsService fails {mplicitly enables RunAsService)

1 Usemame(s) 1 Password(s) Hide 1 Domain(s)

Install-User password mydomain local

SMTP Usemame

SMTP Pazsword

|paamd |

Figure 55: Storing SMTP authentication details in your MCUpgrade.mcu file

Don’t forget to save your MCUpgrade.mcu file when you are done.
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4. How to setup the panagenda install service

Requirements:

e Windows 7 or 10, 32 or 64 bit
Note: the Notes 10 client is only supported on Windows 7 64Bit and Windows 10 64Bit.
e Asoftware deployment tool or local administration rights

Components:

e Script: Install_MCUpgrade-Windows-Service.cmd
e DLLs: MCUpgrade.dll / MCUpgrade40.dll

e Executable: MCUpgradeService.exe

e Config: MCUpgradeService.exe.config

e PublicKey: MCUpgrade_PublicKey.sig (see 3.4.ii)

All components can be downloaded when selecting “MCUpgrade Service” on the Elevation tab
and clicking on “Save Service Install Files”:

Language(s) | Distribution | Conditions | Blevation | User Experience | Preparation | (Unjinstal | |
Hevation

" Run via MarvelClient —> MCUpgrade as Admin
* ‘Run via MarvelClient —> MCUpgrade Service

i Deploy and configure via MarvelClient and Run via your own =solution

Run as:
{" Static configuration and run via your own solution

Save Service Install Files

Figure 56: Saving the Service Installer components
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Unzip the resulting file to a folder of your choice:

Al | = | MCUpgrade-Service

Home Share Wigwy
» ?: = A cut B x EII 7 Mew item ~ [} oper - EH setectan
W] Copy path « ﬂEasy access © L_TEdit ﬂﬂ Select none
Pinto Quick Copy  Paste - kowve  Copy Delete Rename e Properties o
access El Paste shortout to to - folder - 4 Histary EEIn\tert selection
Clipboard drganize e Open Select
<« v 4 | » MCUpgrade-Service »
Marme Date modified Type Size
#F Quick access
MCUpgrade-Windows-Service 03/14M1910:02 File folder
3 Downloads - -
Install_MCUpgrade-Windows-Servic 0371419 09:47 Windows Cornrna.., TKE
[ Desktap *
Docurments P Marme Date modified Type Size
[&] Pictures - MCUpgrade.dll 013019 21:31 Application extens... 188 KB
Data D MCUpgrade_PublicKey.sig 013019 21:31 515G File 1KE
I TaI] R MCUpgraded.dil 031119 14:34 Application extens.., 186 KB
# MCUpgradeService.exe 013019 21:31 Application 1,008 KB
D MCUpgradeService.exe.config 02/26/1911:31 COMFIG File 1KE
Figure 57: Unzipping the Service installer zip file
Important:

Before you continue, please make sure that you add your MCUpgrade_PublicKey.sig file to the
MCUpgrade-Windows-Service subfolder.
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4.1. Automatic Installation

Simply execute the supplied install script “Install_MCUpgrade-Windows-Service.cmd” with
an admin account or your software deployment solution, which will install and start the service.

Tip:
During installation, a logfile is created within the execution folder:

= | MCUpgrade-Senvice -
Hame Share “Wiewy

* ‘-.:] = X ] x __ﬁ T New item = [ open - EHselectan
W Copy path * £7] Easy access ¥ Edit 55 select none
Pinto Quick Copy  Paste Move  Copy Delete Rename Mewy Properties o )
access m Paste shortcut to ta - folder - 42 History EE Invert selection
Clipboard Organize Mewy Dpen Select
& = < 4 | > MCUpgrade-Service v | s
~
Hame Date madified Type Size
MCUpgrade-findows-Senvice 03/14/1910:04 File folder
Install_MCUpgrade-Windows-Service.cmd - 03/14/1802:47 Windows Cormrma,., IKB
pmc_service_install_2012-3-14_10713.log 03/14/1910:.07 Text Docurment 1KB

3 prac_service_install_2013-3-14_10713.log - Notepad

File Edit Format “iew Help
bamagenda service install started: 18:87:13.20
Detected Windows Yersion: Windows1@ 64 Bit

18:87:13.22: MCUpgrade.dll, MCUpgraded®.dll, WCUpgradeService.exe, MCUpgrade_Publickey.sig detected.
18:87:13.22: Start copy MCUpgrade.dll
1 file(s) copied.
16:07:13.23: Start copy MCUpgraded@.dll
1 file(s) copled.
18:87:13.25: Start copy MCUpgradeService.exe
1 file(s) copied.
18:67:13.27: Start copy MCUpgrade_PublicKey.sig
1 file(s) copied.
18:87:13.27: Start copy MCUpgradeService.exe.config
1 file(s) copied.

10:07:13.28: Install Service
19:97:15.44; Check Service

SERVICE_NAME : panagendalnstallerService

TYPE : 10 WIN32_CW_PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
WIN32_EXIT_CODE  : @ (@x@)
SERVICE_EXIT CODE : @ (&x8)
CHECKPOTNT )
WATT_HINT o
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4.2. Manual Installation

Step 1: Create the following folder on the destination computer
“C:\Program Files (x86)\panagenda\MCUpgrade”

Step 2: Copy the following files into the folder from step 1:

MCUpgrade.dll
MCUpgrade40.dll
MCUpgrade_PublicKey.sig
MCUpgradeService.exe
MCUpgradeService.exe.config

AEEE I

Step 3: Open a command console (cmd) and change to the folder from step 1.
Important: You must have admin rights when opening the command console.

Then execute the following line:
MCUpgradeService.exe install start --localsystem --sudo —autostart

The Service will be installed and started.

On every computer, where the "panagenda Installer Service" is in place, MCUpgrade will work
without having to worry about user names and passwords or UAC settings.

s

Marne Description Status Startup Type Log On A

@'};panagenda Installer ervice  panagenda... Running  Autormatic Local Syste..,
Figure 58: The panagenda Installer Service
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5. Security Considerations

5.1. Local built-in Administrator, local or Domain Admin

Your MCUpgrade.mcu keyfile, which contains the admin username(s) and password(s), is
deployed on all clients to switch to elevated mode and is encrypted using the Advanced
Encryption Standard 256 Bit (AES 256). If so selected in the upgrade wizard (Data Migration tab,
Cleanup section, default=yes), the file is deleted at the end of a successful upgrade.

During elevation the usernames and passwords are used to execute RunAs commands.

5.2. Using the MarvelClient Upgrade Service

The service only elevates executables that are signed with an official Microsoft EV (Extended
Validation) certificate from panagenda. Any other executables will be rejected. Windows
Installers are not affected by this, as they are executed after elevation and checked against the
whitelist.

Whitelisting is secured with your own RSA key pair, using RSA 4096 bits.
Whitelisting ensures that MCUpgrade only executes install and uninstall instructions “signed” by
you and for which the Secure Hash Algorithm SHA256 has not been tampered with.

5.3.  Using your own corporate software deployment with MCUpgrade

Execution safety is entirely subject to the make and design of your own software deployment
solution.

Running MarvelClient Upgrade via your own software deployment solutions come with the
following requirement and important notes:

e MCUpgrade cannot be run before Windows login and requires a logged in user. That is
because of various dependencies that can only be resolved via a user session, such as
environment variables and folder locations, for example, which are very different when
running in system context exclusively.

e The Notes client must not be running. You can run “MCUpgrade.exe /shutdown” (requires
user interaction) or “MCUpgrade.exe /shutdownsilent” (will end all Notes client components
by automatically answering message boxes) in user context to attempt proper closing of an
up and running client
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7. Disclaimer

panagenda, panagenda product names and all related logos are trademarks owned by
panagenda. All other names of products and enterprises in this knowledge base are the property
of their respective owners.

panagenda reserves the right to update this Quick Start Guide without being obliged to announce
the changes or revisions.

Although all due care has been taken in the preparation and presentation of this guide, the
corresponding software may have changed in the meantime. panagenda therefore disclaims all
warranties and liability for the accurateness, completeness, and currentness of the information
published, except in the case of intention or gross negligence on the part of panagenda or where
liability arises due to binding legal provisions.
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