Monitoring Azure Sync Server

Azure AD Sync Server is used whenever an AD needs to get synced with Office365 and Azure.
Monitoring this Server is therefore pretty critical.

With GreenLight you need to configure only 2 Sensors in order to cover 1-n Sync Server (usually 2 Sync servers are used - incl. a hot standby one)

Configuration

Make sure that you have an authentication profile configured

Create a server entry and make sure you have chosen "Windows" and select "OS Services, PerfCounters, Powershell)
Assign the previous created authentication profile to this host

click on "Load Services" and Load Performance counters" for retrieving all elements

select the following three services

Edit Server / Network Device

Edit Server / Network Device
Step 3 of 5: Windows Server Settings

Basic Configuration Services Performance Counter

Services last refreshed on: 27.09.2017 13:49 Load Services...

Available Items % Selected Items
£ = =
Service Name Shortname Service Shortname
AllJoyn Router Service AlRouter Microsoft Azure AD Sync ADSync
Application Layer Gateway Sel ALG Azure AD Connect Health Syne AzureADConnectHealthSynclnsights
Application Identity ApplDSvc Azure AD Connect Health Sync AzureADConnectHealthSyncMonitor
Application Information Appinfa l”
Application Management AppMgmt I |
App Readiness AppReadiness
Microsaft App-W Client App\Client
AppX Deployment Service (Ap AppXSvc
Windows Audio Endpoint Buill AudicEndpointBuilder =

" select the following perfcounters



Edit Server / Network Device

Edit Server / Network Device
Step 3 of 5: Windows Server Settings

s

| Basic Configuration Services

Available Items

Performance Counter

Performance Counter list last refreshed on: 27.09.2017 13:49 Load Counter...

139 Item(s) selected.

Counter Set Path

» [ .NET CLR Data .NET CLR Data

# [ .MET CLR Exceptions .MET CLR Exceptions
» [ .MET CLR Interop .NET CLR Interop
» (3 .NET CLR Jit JNET CLR Jit
» [ .NET CLR Loading JNET CLR. Loading
» [ .MET CLR LocksAndThre, .NET CLR LocksAndThreads
» ] .NET CLR Memary .NET CLR Memory
# [ .MET CLR Networking .MET CLR Metworking

» [ .MET CLR Networking 4. .NET CLR Networking 4.0.0.0

"

Counter Set
» [ FileSystemn Disk Activity
# [ LogicalDisk
| w23 Memary
||| » [ PhysicalDisk
» [ Processor

» [ Synchronization

Path
FileSystemn Disk Activity
LogicalDisk
Memory
PhysicalDisk
Processor

Synchronization

" save/close
= configure a Windows Service Sensor

® add the Sync Host(s) and leave the Settings page unchanged
" configure a Performance Counter Sensor

® add the Sync Host(s) and leave the Settings page unchanged

Run the Sensors manually or wait until they get triggered.

The result should be something like this




eAzurE Sync - PerfCounter E
List View v Favorites Only ||
eAzurE Sync Services e —
Key Value
¢ 4greenllght.osserwce.m\ssmg
X q greenlight.osservice. missing_count 1]
X 0@ greenlight.osservice. monitored ADSync AzureADConnectHealthSyncMonitor AzureADConnectHeal
¢ 4 greenlight.osservice.monitored_count 3
v Oc greenlight.osservice.running ADSync, AzureADConnectHealthSyncInsights AzureADConnectHez
X OZI greenlight.osservice. running_count <
¢ 4 greenlight.osservice.service.ADSync.display_name Microsoft Azure AD Sync
X q greenlight.osservice.service. ADSync.running 1
X 4 greenlight.osservice.service. ADSync.started 1
< 4 greenlight.osservice.service.ADSync.status 1}
v 'c greenlight.osservice.service. ADSync.status_name OK
X 01: greenlight.osservice.service. AzureAD ConnectHealthSynclnsights.display_name Azure AD Connect Health Sync Insights Service
< 4 greenlight.osservice.service.AzureADConnectHealthSynclnsights.running 1
X -¢ greenlight.osservice.service. AzureAD ConnectHealthSynclnsights.started 1
X 4 greenlight.osservice.service. AzureAD ConnectHealthSynclnsights.status a
< 4 greenlight.osservice.service.AzureADConnectHealthSynclnsights.status_name oK
v 'c greenlight.osservice.service. AzureAD ConnectHealthSyncMonitor.display_name Azure AD Connect Health Sync Monitoring Service
X q greenlight.osservice.service. AzureAD ConnectHealthSyncMonitor.running 1
g 4 greenlight.osservice.service. AzureAD ConnectHealthSyncMonitor.started 1
X '¢ greenlight.osservice.service. AzureAD ConnectHealthSyncMaonitor.status 1]
X Oc greenlight.osservice.service. AzureAD ConnectHealthSyncMonitor.status_name OK
g q greenlight.osservice.started ADSync, AzureADConnectHealthSynclInsights AzureADConnectHez
g '@ greenlight.osservice.started_count 2
X q greenlight.osservice.stopped
g 4 greenlight.osservice.stopped_count a

OAzure Sync - PerfCounter

%Zure Sync Services

List View L 4 Favorites Only | |

Key
g '@ greenlight. perfcounter.counter.logicaldisk(_total).%_disk_read_time

r '@ greenlight. perfcounter.counter.logicaldisk(_total).%_disk_time

= e e

g '@ greenlight. perfcounter.counter.logicaldisk(_total).%_disk_write_time

r '@ greenlight. perfcounter.counter.logicaldisk(_total).%_free_space

1]

g '@ greenlight. perfcounter.counter.logicaldisk(_total).%_idle_time

r '@ greenlight. perfcounter.counter.logicaldisk(_total).avg._disk_bytes/read a

n

g '@ greenlight. perfcounter.counter.logicaldisk(_total).avg._disk_bytes/transfer

r ﬂ greenlight. perfcounter.counter.logicaldisk(_total).avg._disk_bytes/write =]
s

As you know, ALL of this data can be used for charting AND Alerting purpose !

Check out Microsoft articles in order to identify threshold levels for these key/values
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