Possible issues with ECL lockdown

Customers who use ECL Lockdown together with the - No Signature - entry not having the right to read and write from/to the source window (see
File\Security\User Security ...\What Others Do\Using JavaScript) ...
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% What can be done by JavaScript running within a Notes document

&= Security Basics JavaScript 'code’ may be signed to idertify who created t. Based on the name found in the JavaScript

signature, you can restrict what JavaScript code can do.
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'ﬂ Identity of Others Select a name in your Execution Contral List to see or set the permissions assigned to the name.
-Default- permissions apply when JavaScript is signed by someone not in this list.
'ﬂ El What Others Do -No Signature- permissions apply when the JavaScript creator is unknown.
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... may run into the following issue when opening or creating documents in both the MarvelClient Config and Analyze database, as well as when attempting
to run Online Update via Administration\Online Update.

The resulting error messages are an Execution Security Alert for - No Signature - and "Read access to same window" ...



Execution Security Alert E E'

Motes Security Alert
Motes has been asked to execute Javascript containing a potentially dangerous

action. You have not authorzed the signer of the Javascript to perform this
action.

Details

Program signed by -No Signature-

On - nat known -

|z attempting Read access to same window

With the action Read access to same window
What to Do

Allowing this action to continue could damage your system or expose
confidential information. Disallowing it could cause the cument activity to display

incomecthy or not complete.

(®)Do NOT execute the action:

() Execute the action this one time
() Trust the signer to execute this action for this Notes session

() Start trusting the signer to execute this action
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... followed by "User-defined error":

[BM Motes pod

| User-defined error

To fix the issue, please perform an Online Update as follows:

Please make sure you are in any view in the MarvelClient Config database, positioned on a document (not on a category, and not looking at the Welcome
screen).

Next, select Actions\O. Online Update\l. Perform Full Online Update from the Notes client menu:
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| l. General >

M. Open MarvelClient Help Dateien~  Eclipse~  Cloud Onboardir

(. Online Update > . Peiﬁm Full Online Update
W. Open Welcome Screen 2. Dowhiload Updates only
| X, Advanced > 3. Apply Updates only

After Online Update has finished, close the MarvelClient Config database. Add the following Role to the ACL of BOTH the Config AND Analyze database:

[NoButtonTrans]
Assign it to all users / groups who have a locked down ECL.

Open the database(s) and verify that you can open/create documents and access Administration\Online Update without errors.

1 Users with the role [NoButtonTrans] will see English buttons only. This is a Notes client limitation, not a MarvelClient issue.
To enjoy translated button labels, you need to grant - No Signature - the rights to read and write to source window, as unfortunately the Notes
client does not honor signing of parent design elements when executing therein contained JavaScript code.
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