Release Notes v1.6.3 (Critical Update)

panagenda is proud to announce this new release of ApplicationInsights, your guide through infrastructure transformation, IBM Notes database usage,
source code and design analysis.

IMPORTANT This version includes a critical bug fix to address the Log4Shell vulnerability. Updating is highly recommended!

IMPORTANT

® Improvements & Bug Fixes
® Structural Changes / Upgrade Path
© Data Warehouse Rebuild Required
O Upgrade Procedure: Container Installer

Improvements & Bug Fixes

Log4Shell: All relevant components have been upgraded to appropriate versions that are not affected by this vulnerability.

Nginx: Security has been tightened around supported protocols, ciphers and related security settings

Structural Changes / Upgrade Path

Data Warehouse Rebuild Required

1 DWH Rebuild Required

After installing the update, parts of the application may not be available until the DWH is rebuilt. This process runs nightly, but can be triggered
manually after the update. On the first login after the installation, more information on this topic will be displayed, along with the option to trigger
the rebuild.

Upgrade Procedure: Container Installer

Details on how to update to this new version can be found in the knowledge base article Upgrading Applicationinsights.


https://news.sophos.com/en-us/2021/12/12/log4shell-hell-anatomy-of-an-exploit-outbreak/
http://kbase-prod-01.panagenda.local:8090/kbase/pages/viewpage.action?pageId=24119486
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